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***** First change *****
[bookmark: _Toc106364511][bookmark: _Toc114242839]6.2.2	Security requirements
The initiating UE shall establish a different security context for each peer UE during the PC5 unicast establishment if the security is activated. It shall be possible to establish security context also when either one or both the 5G ProSe-enabled UEs are out of coverage.
The mutual authentication between two 5G ProSe-enabled UEs during PC5 unicast shall be supported.
The PC5 unicast signalling shall support confidentiality protection, integrity protection and anti-replay protection.
The PC5 unicast user plane shall support confidentiality protection, integrity protection and anti-replay protection.
The PCF shall be able to provision the PC5 security policies to the UE per ProSe application during service authorization and information provisioning procedure as defined in TS 23.304 [2]. 
The system shall support means for a secure refresh of the UE security context.
NOTE:	The security context refresh may be triggered based on various options (e.g. validity time etc.).
The 5G System should provide means for mitigating trackability attacks on a UE during PC5 unicast communications.
The 5G System should provide means for mitigating link ability attacks on a UE during PC5 unicast communications.
NOTE:	The 5G system provides means for mitigating trackability and link ability if security of the connection is activated.

***** Next change *****

[bookmark: _Toc42246747][bookmark: _Toc45106506][bookmark: _Toc51253889][bookmark: _Toc58407120][bookmark: _Toc42179123]6.2.2.x	Identity privacy for the PC5 unicast link 
The privacy protection procedures defined in clause 5.3.3.2 of TS 33.536 [6] are reused in 5G ProSe to provide unicast mode 5G ProSe Direct Communication security. 

***** End of changes *****

