3GPP TSG-SA3 Meeting #109 
S3-224152
Toulouse,France, 14 - 18 November 2022




is the revision of S3-223499
Source:
Huawei, HiSilicon
Title:
Proposed new threat and requirement to KI#3
Document for:
Approval

Agenda Item:
5.13
1
Decision/action requested

Approve the changes in clause 4 for inclusion in 33.877.
2
References

NA
3
Rationale

KI#3 does not contain any threats or requirements. This contribution proposes to add threats and requirements related to N3IWF/TNGF relocation. According to current procedures, the N3IWF/TNGF address is sent to the UE. This kind of information must be sent securely to the UE.
4
Detailed proposal

********* Begin 1st change*********
5.3
Key issue #3: Security aspect of N3IWF/TNGF Relocation
5.3.1
Key issue details 

The solutions to KI #2 enable the selection of TNGF/N3IWF that support the S-NSSAI(s) required by the UE, as defined in 3GPP TR 23700-17[2]. Many solutions are presented, and one of the categories is.

· The UE chooses the default TNGF/N3IWF, and the network selects the appropriate TNGF/N3IWF based on UE slice requirements and relocates the TNGF.

The TR 23700-17 [2] includes few solutions, for example, solutions 10 and 11, include the IKE v2 procedure enhancement to relocate the TNGF/N3IWF. Security aspects of the solutions in this category should be studied.
5.3.2
Threats


In case the TNGF/N3IWF relocation information is sent to the UE without protection, for example, the target SSID, the information may be tampered during the transfer. Even though the SSID is public known, if the target SSID is tampered, the UE may continuous connect to an unappropriated TNGF/N3IWF and the system may be in the loop to relocate the TNGF/N3IWF for the UE, in this case, the UE will suffer DoS Attack.
5.3.3
Potential security requirements 

The TNGF/N3IWF Relocation information shall be sent securely to the UE. 
******** End of change*********
