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Decision/action requested

Approval of pCR
2
References

3
Rationale

Private keys used with SBA certificates need to be protected, in transport and at rest.  This pCR documents these assumptions so they can be tested in SCAS specifications.  

4
Detailed proposal

************ START OF CHANGES ************

4.X
Security Assumption #X: Security requirements for intra NF communications

4.X.1
Background
It is likely that SBA services will be made up from software components that communicate with each other over a LAN.  This "intra-SBA" communication needs to be secured.  Even if intra-SBA is not standardised, requirements on the security of this communications need to be present so that suitable certification methods can be created to test the SBA service.
4.X.2
Security threats

If the intra-SBA communication is insecure then, depending on the SBA service, user data may be leaked to an attacker or an attacker may be able to insert information that may cause adverse actions.
4.X.3
Detailed Assumtions
Communications that are internal to an SBA service but carried on a LAN connection should be integrity protected.

Communications that are internal to an SBA service but carried on a LAN connection should be confidentiality protected.

Communications that are internal to an SBA service but carried on a LAN connection should be replay protected.

The endpoints for communications that are internal to an SBA service should be mutually authenticated.
4.Y
Security Assumption #Y: Protection of private keys at rest
4.Y.1
Background
The TLS process produces private keys that need to be kept secure at rest.
4.Y.2
Security threats

If the private keys are not stored securely, then an attacker can access the keys and then emulate the SBA service as though it is the genuine service leading to data loss and the ability to perform Man in the Middle attacks.

4.Y.3
Detailed Assumtions
Private keys shall be securely stored at rest.

Where a private key is stored internally to a service then it should be confidentility and integrity protected.

Where a private key is stored in a secure central key repository, then the repository should be at least as secure as the key agreement method and the communications between the SBA service and the secure central key repository shall also be secured.
************ END OF CHANGES ************



