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1
Decision/action requested

It is requested to approve the update in solution #1
2
References

[1] 3GPP TR 33.737: "Study on Authentication and Key Management for Applications (AKMA) phase 2."

3
Rationale

Evaluation sections updated for solution1 in TR 33.737[1].
4
Detailed proposal

**** START OF CHANGE ****
6.1
Solution #1: AKMA roaming solution for Ua* encryption key
6.1.1
Introduction
AKMA roaming scenarios depend on UE and AF locations. Therefore, there are different scenarios for AKMA roaming that need to be addressed: 

Case 1: UE is in VPLMN and accessing an internal HPLMN AF.

Case 2: UE is in VPLMN and accessing an VPLMN AF (same VPLMN).
Case 3: UE is in VPLMN and accessing an external AF in the Data Network (Internet).
The LI requirements for access to keys are only for the encryption, and in the AKMA case applies when the UA* protocol is encrypted. The encryption keys could be derived from KAF (Example TLS profile defined in 33.535) or could be KAF itself. The encryption key could also be a completely different key, derived according to an application layer protocol, not defined by 3GPP. So LI should be compliant by an internal AF in all cases. 
Therefore, 3GPP should facilitate internal AF so that internal AF should be able to determine the UE roaming status and, accordingly, the AF shall:
· provide the encryption key to VPLMN and/or

· stop the encryption and still provide the service to UE and may continue with only integrity protection and/or

· stop providing service to UE
For external AF, 5GC cannot force external AF to provide the keys to VPLMN. Therefore, AAnF can provide whatever accurate information AAnF has to VPLMN. i.e., KAF and indication providing information either the KAF is used for encryption or KAF derived keys are used for encryption.
6.1.2
Solution details
6.1.2.1
Internal AF in HPLMN
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Figure 6.1.2.1: Roaming solution for Ua* encryption key
Step 1-3 is the same as defined in TS 33.501[4] clause 6.1.3 and TS 33.535[2] Clause 6.1.
4.
  The AUSF shall send the Naanf_AKMA_AnchorKey_Register Request with SUPI, A-KID, KAKMA, and Registered SN ID to the home AAnF. The AKMA context is updated with this received Registered SN ID.

Note:  AUSF will get the SN-name from the request of 'Nausf_UEAuthentication_Authenticate' from AMF.

5a.
 The UE requests an application session establishment request with A-KID towards the AF. The AF shall discover the AAnF and shall send the Naanf_AKMA_ApplicationKey_Get request with A-KID and AF_ID to the AAnF .

Note: If AF is not in the operator domain, then AF requests the AAnF via NEF. If AF is the HPLMN, then the AF request directly land at HPLMN AAnF.
5b.
The home PLMN AAnF shall respond with Naanf_AKMA_ApplicationKey_Get response containing Registered SN ID.

6.
 As the Registered SN ID is different from the PLMN in which the AF is located/connected, the AF shall decide: 

-
supporting pushing encryption keys to VPLMN#1, therefore AF shall discover the VPLMN#1 AAnF via Registered SN-ID and shall provide the encryption keys to VPLMN#1. VPLMN#1 AAnF shall store the encryption keys related to UE which may be used by LI if required (step 6a1 and step 6a2). If AKMA is not supported in the VPLMN, then AAnF discovery in the VPLMN will fail or AF cannot push encryption keys to VPLMN. 
-
shall not enable the encryption and may continue with the UE session with only integrity protection (step 6b).

-
shall not provide the service to UE attached to other PLMN and shall reject the request (step 6c). 

NOTE: The LI interception point could be any NF in VPLMN (e.g. UPF) that can retrieve the keys from the AAnF in the same VPLMN to perform encryptions. 

NOTE: vAAnF supports a new service or an existing service will be enhanced to allow hAAnF or AF to register the key materials.
6.1.2.2
External AF

For external AF, 5GC cannot force external AF to provide the keys to VPLMN to fulfill the LI requirement. However, when the external AF retrieves the keys from AAnF via NEF, the external AF shall provide the indication that 'KAF is used for encryption' or 'KAF-derived keys are used for encryption' or 'keys independent of KAF are used for encryption'. When the indication value is 'Kaf is used for encryption' or 'KAF-derived keys are used for encryption', the hAAnF provides KAF along with the same indication to VPLMN.

If the indication value received at hAAnF is 'keys independent of KAF are used for encryption', the hAAnF shall provide only the indication to VPLMN without any keys.
NOTE: Depending on agreement between HPLMN and AF, indications could be extended to provide more complete information on security parameters used by AF.
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NOTE: vAAnF supports a new service or an existing service will be enhanced to allow hAAnF or AF to register the key materials
6.1.3
Solution Evaluation
The solution fulfils the requirements and all 3 use-cases defined in key issue#1.
	Use case
	solution

	Case 1: UE is in VPLMN and accessing an internal HPLMN AF.
	Internal AF in HPLMN get the SN name from the hAAnF and 
· pushes the key material (LI context) to vAAnF/new NF in VPLMN or 

· stop the encryption or 

· stop the UE service (don't provide the service)

	Case 2: UE is in VPLMN and accessing an VPLMN AF (same VPLMN).
	Internal AF in VPLMN get the SN name from the hAAnF and 

· pushes the key material (LI context) to vAAnF/new NF in VPLMN or 

· stop the encryption or 
· stop the UE service (don't provide the service)


	Case 3: UE is in VPLMN and accessing an external AF in the Data Network (Internet).
	External AF provides an indication of encryption to hAAnF. Based on this indication, the hAAnF decides to send the Key material (what is known to hAAnF) to vAAnF/new NF in VPLMN. 
If the indication value received at hAAnF is 'keys independent of KAF are used for encryption', the hAAnF shall provide only the indication to VPLMN without any keys.




This solution brings following changes on the node/NFs:
	Node/NF/UE
	Impact

	UE impact
	NO

	UDM
	NO

	AAnF
	hAAnF receives SN name from AUSF and provide the same SN name to AFs and pushes key material to VPLMN
vAAnF support new API to receive the key material from the AF and hAAnF. There will be a dedicated vAAnF for storage of the keys from other HPLMNs. HPLMN discovers the vAAnF based on the NRF discovery.

	New NF 
	Register operation: If AKMA is not supported in the VPLMN, then new NF can be defined to receive the key material from the HPLMN for LI. There will be a dedicated new NF for storage of the keys from other HPLMNs. HPLMN discovers the new NF based on the NRF discovery.

	AUSF
	Provide SN name to hAAnF along with KAKMA after the primary authentication is completed.

	Internal AF
	get SN name from the hAAnF 
pushes the key material (LI context) to VPLMN or stop the encryption or stop the UE service

	External AF
	Provide indication of encryption to hAAnF 

Get SN name from the hAAnF 
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