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1
Decision/action requested

 It is requested to approve the new solution for KI #1 of 3GPP TR 33.898.
2
References

3
Rationale

This pCR proposes to add a new solution to KI #1 of TR 33.898.
4
Detailed proposal
*************** Start of the Change ****************

6. 5.Y
Solution #Y: UE profile based 5GC assistance information exposure authorization
5.Y.1
Introduction


This solution addresses KI #1.

In this solution, UE profile/local policies are employed to authorize UE-related 5GC assistance information exposure.
UE profile/local policies may also contain protection policies that indicate how 5GC assistance information should be protectec (e.g., encryption, integrity protection, etc).
5.Y.2
Solution details
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Figure 5.Y.2-X: UE profile based 5GC assistance information exposure authorization.
0. The UE profile is stored in the UDM/UDR. For each UE, the UE profile determines whether the specific AF can request or modify specific information of a specific UE. UE profile includes UE identity (e.g., SUPI, SUCI, IMPI, Application layer ID of UE, GPSI), AF identity (e.g., AF_ID, Application layer ID, FQDN), expected service identifier, data type of target 5GC assistance information (e.g., location information), details of target 5GC assistance information (e.g., TAI), expiration time (expiration), authorization policies (e.g., a specific AF can access/modify specific UE related 5GC assistance information via a specific service API.), protection policies (e.g., a specific UE related 5GC assistance information needs to be encrypted before sharing to AFs).
Editor’s Note: what is UE profile is FFS.

Editor’s Note: Details on the UE profile are FFS.
1. AF sends 5GC assistance information request to the NEF/NWDAF. The request includes the AF identity (e.g., AF_ID, Application layer ID, FQDN), expected service identifier, data type of target 5GC assistance information (e.g., location information), details of target 5GC assistance information (e.g., TAI), target UE identity (e.g., IMPI, Application layer ID of UE, GPSI).
2. Upon receiving the request, NEF/NWDAF identifies the UE profile according to the target UE identity. If NEF/NWDAF does not contain the UE profile, NEF/NWDAF obtain the profile from UDM/UDR. 

NEF/NWDAF leverages the local policies/UE profile to check if the UE authorizes the AF to access the UE-related 5GC assistance information. 

3. NEF/NWDAF sends the UE-related 5GC assistance information to AF when the local policies/UE profile authorize the AF to access the information. According to the local policies/UE profiles, NEF/NWDAF may need to protect the 5GC assistance information with security mechanisms.
5.Y.3
Evaluation

Editor’s Note: Each solution should motivate how the potential security requirements of the key issues being addressed are fulfilled.

TBA
*************** End of the Change ****************
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