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1	Overall description
SA3 would like to thank SA2 for the LS on Time Synchronization Status notification towards UE(s). 
Below there is the background and the specific question to RAN2 and SA3.  
Question A background
A) On 5GS time synchronization status report towards the UE(s) (KI#1):
SA2 has agreed that 5GS shall support informing UE and AF about the 5GS clock quality, including informing the UE and AF about 5GS clock quality degradation/improvement at different levels of degradation and improvement.
Editor's note: 	How the clock quality of a given cell is indicated to UE and AF, e.g., by providing a set of individual metrics (for example UTC traceability, accuracy, frequency stability, etc.) or by providing a clock quality index or whether to support both options is FFS.
In this regard, SA2 has discussed different methods on how the RAN time synchronization status (i.e., the time synchronization status of an NG-RAN node) can be provided to UE(s). These methods are documented in TR 23.700-25 Annex A. Related to these methods SA2 has the following questions:
Question A.2 to RAN3 and SA3 
2.	One method proposes to use the Ciphered SIB approach that is used for broadcast of assistance data for positioning. SA2 would like to additionally get feedback on this from SA3 and RAN3 from security and NGAP impact perspective, respectively.
Answer to Question A.2 from SA3
SA3 would like to point out that the proposed solution to provide ciphered SIB information needs to consider the following aspects:
1)	There may be a similar solution for the broadcast of assistance data for positioning, however the requirements for the two types of solutions (broadcast assistance and Alt. #4) may be different. It is not clear what the requirements for this solution are.
2)	The details of the Alternative #4 are not clear in order for SA3 to do a full security analysis. For example, the sensitivity of included information may cause different attack behaviour. 

3)	Given the fact that Alternative #4 is not clearly described, it is not clear if all the information elements needed for the TSCTSF to provide the ciphered message are available to the TSCTSF. 
4)	Attackers may target the availability of the ciphered SIB information which may result into failure to decrypt at the UE side. The UE behaviour upon failure to decrypt a ciphered SIB message is not clear.
5) Any alternative (incl. Alt #4) which introduces SIB indications to indicate to the UE changes in the time synchronization status opens up for new attacks. In general, any solution which uses unprotected broadcasting information is subject to tampering. Therefore, SA3 believes that such kind of information should not be provided in the SIB. 
6) It is a desirable property for the UE to receive this time sync update information in a secure way which is resilient to eavesdropping, tampering and replay. Alternative #4 does not seem to provide any replay protection. Replay of time synchronization status messages may have an undesirable effect on the UE with respect to time synchronization. 
7)	Alternative #4 incurs key management overhead depending on the system security requirements and ciphering overhead for every time synchronization update. On the UE side there is overhead to decipher the ciphered SIB for those UEs which have the related keys. 
SA3 would like SA2 to take the above information into account.
2	Actions
To 3GPP SA WG2 
ACTION: 	3GPP SA WG3 asks 3GPP SA WG2 to take the above information into account.
3	Dates of next TSG SA WG 3 meetings
SA3#109Bis-e	16 - 20 January 2023	electronic meeting
SA3#110	20 -24 February 2023	TBD (EU)

