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1
Decision/action requested

 It is requested to approve the new solution to KI #1 of 3GPP TR 33.886
2
References

[1]
3GPP TR 33.886: "Study on enhanced security for phase 3 network slicing"
3
Rationale

This contribution proposes to add a new solution to KI #1 of 3GPP TR 33.886.
4
Detailed proposal
*************** Start of the Change ****************

5.Y
Solution #Y: Enhanced slice aware information protection
5.Y.1
Introduction
This solution addresses key issue 1 in terms of enhanced slice aware information protection.  
This solution leverages SoR procedure in TS 33.501 [4] to address the enhanced slice aware information protection issue. 
5.Y.2
Solution details

Clause 6.14 of TS 33.501 [4] is reused to address the slice aware information protection issue with the following modifications.

In step 8 of clause 6.14.2.1 in TS 33.501 [4] and step 2 of clause 6.14.2.2 in TS 33.501 [4], UDM sends enhanced slice aware information to AUSF via SoR transparent container.

In step 9 of clause 6.14.2.1 in TS 33.501 [4] and step 3 of clause 6.14.2.2 in TS 33.501 [4], AUSF calculates I-MAC-IAUSF should include the enhanced slice aware information.

In step 12 of clause 6.14.2.1 in TS 33.501 [4] and step 6 of clause 6.14.2.2 in TS 33.501 [4], UE calculates I-MAC-IAUSF should includS the enhanced slice aware information.
According to TR 23.700-41 [3], the enhanced slice aware information is defined as follows.
The enhanced slice aware information include preferred PLMNs for specific S-NSSAIs in the UE subscription (a preferred PLMN list may be also be a single PLMN that is known by HPLMN to support the S-NSSAI, or a list of PLMNs in preference order that differs from the order of the basic SoR information that is also provided).
5.Y.3
Evaluation

This solution reuses the SoR procedure in TS 33.501 [4] to address the enhanced slice-aware information protection issue.
Malicious AMF cannot modify or remove the enhanced slice-aware information.
*************** End of the Change ****************

