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1
Decision/action requested

SA3 is kindly asked to approve the resolution of the editor’s note in solution #4 in TR 33.893.
2
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3
Rationale

In current version of TR 33.893 [1], there is an Editor’s Note in solution #4 saying that whether 5G DDNMF/PKMF or Application Server are involved in Ranging/SL positioning discovery is FFS. 

In clause 8.3 of TR 23.700-86 v1.1.0 [2], it is concluded for Key Issue #3 (Ranging/Sidelink Positioning device discovery) that for Ranging/Sidelink Positioning discovery, Model A and Model B Direct Discovery are reused for the 5G ProSe capable UE. According to TS 33.503 [3], both security procedures for Model A and Model B Direct Discovery involve 5G DDNMF/PKMF and Application Server.

Hence this pCR proposes to resolve the editor’s note by removing it from solution #4 of TR 33.893 [1].
4
Detailed proposal

*************** Start of the Change ****************

6.4
Solution #4: Subscription-based authorization of the role of the UE during discovery
6.4.1
Introduction 

This solution addresses Key Issue #2 on Authorization for Ranging/SL Positioning service. Specifically, it addresses the first requirement in KI#2: “The 5G Ranging/SL positioning system shall be able to support the authorization of the UE as a target UE/reference UE/assistant UE/Located UE in the Ranging/Sidelink Positioning service”.

According to the definitions of various types of UE and their functionalities in Ranging/SL positioning services described in TR 23.700-86 [2], each of the UEs involved in a Ranging/SL positioning service plays a different role (e.g. SL Reference UE, Target UE, Assistant UE, Located UE, SL Positioning Server UE, SL Positioning Client UE). If the role of the UE is not claimed during discovery, the UEs may discover each other but may not be able to perform the requested service (e.g. a SL Reference UE having discovered another SL Reference UE). If the claimed role of the UE is not properly authorized during discovery, a UE can cheat its peer UEs in a service, resulting in service violation. 

This solution introduces a method for the network to authorize the role of the UE in a Ranging/SL positioning service during discovery. The authorization is performed in the security procedure for discovery, assuming Ranging/SL Positioning services reuse the discovery security procedure for ProSe services. Only after the role of the UE is successfully authorized, the network will then generate and provision discovery security materials to the UE. 

6.4.2
Solution details

The solution assumes that the role that the UE is allowed to play in a Ranging/SL positioning service could be registered in the UE subscription (for SL positioning service) or in the specific service agreement (for Ranging service). That means, both the UDM and the Ranging Application Server could be the candidate function for authorizing the role of the UE for the requested Ranging/SL positioning service. 

A UE may have the capabilities supporting multiple roles for Ranging/SL positioning services (e.g. SL Reference UE capable of handle position signal and Server SL Positioning UE capable of location calculation). But the role the UE is allowed to play is bound with a specific Ranging/SL positioning service (e.g. the UE is allowed to act as a SL Reference UE in service 1, while the same UE is only allowed to act as a SL Positioning Server UE in service 2). 

The solution requires that the UE sends its own role in Ranging/SL positioning service to the network during discovery procedure. Then the Ranging Server or the UDM could authorize the UE by checking whether the UE is allowed to act in a specific Ranging/SL positioning service, against the service agreement or the UE subscription. The UE can obtain the discovery security material only after its role is authorized by the Ranging Server or the UDM. In this way, a misbehaving UE announcing an unauthorized role is not able to protect its announcement/solicitation messages, hence not able to cheat the peer UEs, which need to verify the received announcement/solicitation messages and ignore the unprotected messages.

Authorization of the Role of the UE during Discovery – Model A
Steps #1~#5 refer to an Announcing UE (A-UE):

1.
A-UE sends a Discovery Request message including its assigned role for the requested service. 

NOTE:
Whether or not the Ranging capabilities can be used as the Ranging role is to be determined during normative phase.

2.
The 5G DDNMF/PKMF of A-UE sends an Authorization Request to the Ranging Server or the UDM of A-UE for announcing authorization, which contains the UE’s role received from A-UE.

3.
The Ranging Server checks against the service agreement or the UDM of A-UE checks against A-UE’s subscription, to determine whether A-UE is allowed to play the role(s) (e.g. whether A-UE is allowed to act as a Target/Server UE). 

4.
If there is a match between the received role and the allowed role(s) (e.g. A-UE is allowed to act as a Target UE or A-UE is allowed to act as both Target UE and Server UE), the Ranging Server or the UDM returns to the 5G DDNMF/PKMF an Authorization Response which contains the matched role(s) of A-UE. If there is no match between the received role and the allowed role(s) (e.g. A-UE is neither allowed to act as a Target UE nor allowed to act as a Server UE), the Ranging Server or the UDM returns an Authorization Response which contains the failure cause.
5.
If the authorization with the Ranging Server or the UDM of A-UE is successful, the 5G DDNMF/PKMF of A-UE generates Discovery Security Material. The 5G DDNMF/PKMF of A-UE includes the Role(s) of A-UE authorized by the Ranging Server or the UDM and the Discovery Security Material in the Discovery Response. If the authorization with the Ranging Server or the UDM fails, the 5G DDNMF/PKMF of the A-UE does not generate Discovery Security Material and rejects the Discovery Request from the A-UE.

Steps #6~#15 refer to a Monitoring UE (M-UE):

6.
M-UE sends a Discovery Request message including its assigned role for the requested service.

7.
The 5G DDNMF/PKMF of M-UE sends an Authorization Request to the Ranging Server or the UDM of M-UE for monitoring authorization, which contains the UE’s role received from M-UE.
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Figure 6.4.2-1:
Authorization of the Role of the UE during Discovery – Model A
8.
The Ranging Server checks against the service agreement or the UDM of M-UE checks against M-UE’s subscription, to determine whether M-UE is allowed to play the role(s) (e.g. whether M-UE is allowed to act as a SL Reference/Located UE). 

9.
If there is a match between the received role and the allowed role(s) (e.g. M-UE is allowed to act as a SL Reference UE or M-UE is allowed to act as both Reference UE and Located UE), the Ranging Server or the UDM returns to the 5G DDNMF/PKMF an Authorization Response which contains the matched role(s) of M-UE. If there is no match between the received role and the allowed role(s) (e.g. M-UE is neither allowed to act as a SL Reference UE nor allowed to act as a Located UE), the Ranging Server or the UDM returns an Authorization Response which contains the failure cause.

10.
If the authorization with the Ranging Server or the UDM of M-UE is successful, the 5G DDNMF/PKMF of M-UE contacts the 5G DDNMF/PKMF of A-UE by sending a Monitor Request message. 

11.
The 5G DDNMF/PKMF of A-UE sends an Authorization Request to the Ranging Server or the UDM, which contains the authorized roles of both M-UE and A-UE.

12.
The Ranging Server or the UDM checks whether the authorized roles of M-UE and A-UE match in the requested service (e.g. whether the roles are Target UE and SL Reference UE for a Ranging service, or whether the roles are Located UE and Target UE for a SL positioning service). 

13.
The Ranging Server or the UDM returns an Authorization Response indicating whether the authorization is successful.

14.
If the authorization with the Ranging Server or the UDM is successful, the 5G DDNMF/PKMF of A-UE responds to the 5G DDNMF/PKMF of M-UE with a Monitor Response message including the Discovery Security Material. If the authorization with the Ranging Server or the UDM fails, the 5G DDNMF/PKMF of A-UE rejects the Monitor Request from the 5G DDNMF/PKMF of M-UE and the following steps are not performed.

15.
The 5G DDNMF/PKMF of M-UE returns the Discovery Security Material, along with the Role(s) of M-UE authorized by the Ranging Server or the UDM of M-UE in the Discovery Response. 

Steps #16~#18 occur over PC5:

16.
A-UE starts announcing. A-UE forms the announcement message containing the authorized role of A-UE and protects it with the discovery security material. 

17.
M-UE listens for an announcement message and verifies the message with the discovery security material. 

18.
M-UE determines whether the claimed role of A-UE in the announcement message is the role it monitors for (e.g. if the Role of A-UE is Target UE, then M-UE acting as a Reference UE can determine that it found a match).

Authorization of the Role of the UE during Ranging Discovery – Model B

Steps #1~#15 are the same as the corresponding steps in the procedure for Model A.

Steps #16~#18 occur over PC5:

16.
The discoverer (R-UE) forms the discovery solicitation message containing the authorized role of the discoverer and protects it with the discovery security material.

17.
The discoveree (E-UE) listens for a discovery solicitation message and verifies the message with the discovery security material, after which the discoveree determines whether the claimed role of the discoverer in the solicitation message is the role it monitors for (e.g. if the Role of the discoverer is Target UE, then the discoveree acting as a Located UE can determine that it found a match).

18.
The discoveree returns a discovery response message to the discoverer, which contains its own authorized role matching the role of the discoverer.
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Figure 6.4.2-2:
Authorization of the Role of the UE during Discovery – Model B


6.4.3
Evaluation

Editor’s Note: Each solution should motivate how the potential security requirements of the key issues being addressed are fulfilled.
*************** End of the Change ****************
6. Discovery Req (M-UE Role)
10. Monitor Req (M-UE Role)
15. Discovery Rsp (M-UE Role, Discovery Security Keys)
Monitoring UE performs Discovery Request procedure
11. Auth Request (A-UE Role, M-UE Role)
14. Monitor Resp (Discovery Security Keys)
1. Discovery Req (A-UE role)
5. Discovery Rsp (A-UE Role, Discovery Security Keys)
Announcing UE performs Discovery Request procedure
Broadcasting and Listening on the PC5 interface
Monitoring UE (M-UE)
Announcing UE (A-UE)
DDNMF/PKMF of M-UE
DDNMF/PKMF of A-UE
Ranging Server or
UDM of M-UE/A-UE
16. Announce (A-UE Role)
17. Receive (A-UE Role)
2. Auth Request (A-UE role)
3. Check whether there is the Role in A-UE subscription or service agreement that matches the received role
4. Auth Response (A-UE Role for Ranging)
7. Auth Request (M-UE Role)
8. Check whether there is the Role in M-UE subscription or service agreement that matches the received role
9. Auth Response (M-UE Role for Ranging)
18. Determine A-UE role matches M-UE role
12. Check whether the A-UE role and M-UE role match in the requested service
13. Auth Response ()



6. Discovery Req (R-UE Capability for Ranging)
15. Discovery Rsp (R-UE Role, Discovery Security Keys)
Monitoring UE performs Discovery Request procedure
14. Monitor Resp (Discovery Security Keys)
1. Discovery Req (E-UE Capability for Ranging)
5. Discovery Rsp (E-UE Role, Discovery Security Keys)
Announcing UE performs Discovery Request procedure
Broadcasting and Listening on the PC5 interface
Discoverer (R-UE)
Discoveree (E-UE)
DDNMF/PKMF of Discoverer UE
DDNMF/PKMF of Discoveree UE
Ranging Server or
UDM of R-UE/E-UE
16. Solicitation message (R-UE Role)
17. Receive and determine R-UE Role matches its E-UE Role
2. Auth Request (E-UE Capability for Ranging)
3. Check whether there is the Role in E-UE subscription or service agreement that matches its Capability
4. Auth Response (E-UE Role for Ranging)
7. Auth Request (R-UE Capability for Ranging)
8. Check whether there is the Role in R-UE subscription or service agreement that matches its Capability
9. Auth Response (R-UE Role for Ranging)
18. Response message (E-UE Role)
10. Monitor Req (R-UE Role)
11. Auth Request (E-UE Role, R-UE Role)
12. Check whether the E-UE role and R-UE role match in the requested service
13. Auth Response ()



