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	Reason for change:
	[bookmark: _Toc114242842]#1 5G ProSe enabled UE retrieving discovery security material
The description in clause 6.1.3.2.1 reads like 5G ProSe UE-to-Network Relay discovery being dependent on CP- or UP- based security mechanisms for relay communication, which is not the intention. Before a 5G ProSe enabled UE request discovery security materials from the network, it needs to determine which network function (PKMF or DDNMF/PCF) to contact, and this is based on the presence of Control Plane Security Indicator (CPSI) in 5G ProSe UE-to-Network Relay discovery parameters provisioned by the network to the UE as defined in TS 23.304.

6.1.3.2	Restricted 5G ProSe Direct Discovery
6.1.3.2.1	General
5G ProSe UE-to-Network Relay discovery is different from 5G ProSe Restricted Direct Discovery. In 5G ProSe UE‑to-Network Relay discovery, the discovery security materials are provided by the PKMF in case of user-plane based security procedure, and by the DDNMF or the PCF in case of control-plane based security procedure. The 5G ProSe UE-to-Network Relay discovery procedures described in clause 6.1.3.2.2.1 and clause 6.1.3.2.2.2 apply with adjustment when 5G DDNMF or 5G PKMF is used for 5G ProSe UE-to-Network Relay discovery.

#2 Determination of CP- or UP-based security procedure for relay communication 
ProSe UE-to-Network Relay communication takes place after relay discovery. Once the remote/relay UEs have already determined the security procedure associated with the RSC based on CPSI during discovery and successfully discovered each other, they do not need to choose between CP and UP again for Relay communication for that RSC. After discovery, the 5G ProSe enabled UEs determine the RSC thus the CP- or UP-based security procedure to use as specified in TS 23.304 clause 5.1.4.3 (see excerpt below):
A 5G ProSe-enabled UE shall use Control Plane based security procedures if a RSC with Control Plane Security Indicator set is used by the Remote UE to establish the connection. 
Otherwise, if a RSC without Control Plane Security Indicator is used by the Remote UE to establish the connection, the 5G ProSe-enabled UEs shall use User Plane based security procedures.
Based on the above, clause 6.3.1 needs an update by referring to TS 23.304 on how the security mechanism relay communication is determined. 
6.3.1	General
…
There are two security mechanism options for 5G ProSe UE-to-Network Relay: security procedure over User Plane as defined in clause 6.3.3.2 and security procedure over Control Plane as defined in clause 6.3.3.3. The 5G ProSe remote UE and 5G ProSe UE-to-Network Relay determine the security mechanism based on the Control Plane Security Indicator associated with the RSC, the Control Plane Security Indicator and the associated RSC are specified in clause 5.1.4.3.2 of TS 23.304 [2]. 

	
	

	Summary of change:
	Clarify that how the discovery security materials are provided is determined by whether the RSC(s) represent CP- or UP- based security procedure depending on the presence of the Control Plane Security Indicator.

Remove the Control Plane Security Indicator related description for 5G ProSe UE-to-Network relay communication, which is described in 23.304. 
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[bookmark: _Toc517082226]* * * * First change * * * *
[bookmark: _Toc106364503][bookmark: _Toc114242833][bookmark: _Toc106372383][bookmark: _Toc106364513]6.1.3.2	Restricted 5G ProSe Direct Discovery
[bookmark: _Toc106364504][bookmark: _Toc114242834]6.1.3.2.1	General
The security for both models of restricted 5G ProSe Direct Discovery is similar to that of open 5G ProSe Direct Discovery described in clause 6.1.3.1. Both models also use a UTC-based counter (see step 9 in clause 6.1.3.1) to provide freshness for the protection of the restricted 5G ProSe Direct Discovery message on the PC5 interface. The parameters CURRENT_TIME and MAX_OFFSET are also provided to the UE from the 5G DDNMF in its HPLMN to ensure that the obtained UTC-based counter is sufficiently close to real time to protect against replays.
[bookmark: EDM_Bookmark_]The major differences are that restricted 5G ProSe Direct Discovery requires confidentiality protection of the discovery messages (e.g. to ensure a UE's privacy is not disclosed to unauthorized parties or tracked due to constantly sending the same ProSe Restricted/Response Code in the clear) and that the MIC checking may be performed by the receiving UE (if allowed by the 5G DDNMF).
The security parameters needed by a sending UE to protect a discovery message (i.e. in Model A the Announcing UE and in Model B the Discoverer UE sending the ProSe Query Code and the Discoveree UE sending the ProSe Response Code) are provided in the Code-Sending Security Parameters. Similarly, the security parameters needed by a UE receiving a discovery message (i.e. in Model A the Monitoring UE and in Model B the Discoverer UE receiving a ProSe Response Code and the Discoveree receiving a ProSe Query Code) are provided in the Code-Receiving Security Parameters.
In addition to clause 6.1.3.4.1 in TS 33.303 [4], 5G Prose introduced two new features:
-	During the discovery request procedure, 5G DDNMF may optionally provide the PC5 security policies to the UEs.
-	A ciphering algorithm for message-specific confidentiality is configured at the UE during the Discovery Request procedure.
5G ProSe UE-to-Network Relay discovery is different from 5G ProSe Restricted Direct Discovery. In 5G ProSe UE‑to-Network Relay discovery, the discovery security materials are provided by the PKMF for RSC(s) in case of representing user-plane based security procedure, and by the DDNMF or the PCF for RSC(s) with Control Plane Security Indicator set representing in case of  control-plane based security procedure. The 5G ProSe UE-to-Network Relay discovery procedures described in clause 6.1.3.2.2.1 and clause 6.1.3.2.2.2 apply with adjustment when 5G DDNMF or 5G PKMF is used for 5G ProSe UE-to-Network Relay discovery.
* * * * Second change * * * *
[bookmark: _Toc114242841]6.3	Security for 5G ProSe UE-to-Network Relay Communication
6.3.1	General
This clause describes the security requirements and the procedures that are specifically applied to 5G ProSe UE‑to‑Network Relay communication defined in TS 23.304 [2]. The security requirements for 5G ProSe Layer‑3 UE-to-Network Relay and 5G ProSe Layer-2 UE-to-Network Relay are different and are defined in clause 6.3.3 and clause 6.3.4 respectively.
There are two security mechanism options for 5G ProSe UE-to-Network Relay: security procedure over User Plane as defined in clause 6.3.3.2 and security procedure over Control Plane as defined in clause 6.3.3.3. The 5G ProSe remote UE and 5G ProSe UE-to-Network Relay determine the security mechanism based on the Control Plane Security Indicator associated with the RSC, the Control Plane Security Indicator and the associated RSC are as specified in clause 5.1.4.3.2 of TS 23.304 [2].
The functionality in this clause is supported by both 5G ProSe-enabled UEs for commercial services and public safety.
* * * * End of changes * * * *

