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1
Decision/action requested

This contribution proposes potential security requirements for user consent for NTN
2
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3
Rationale

In Release 18, RAN has undertaken a study to analyze the regulatory requirements (e.g. accuracy, privacy, reliability, latency) in terms of UE location service for a set of use cases/services (i.e. emergency call, lawful intercept, public warning, charging/billing [2]. In particular, RAN has identified the accuracy requirements for UE location in various use cases in an informative annex (Annex A of [2]). Therefore, user consent of UE location needs to reflect the accuracy requirements in different use cases. However, the scenarios currently under consideration in in this key issue seem limited to AMF selection.

Moreover there may be a mismatch between the UE location granularity consented to by the user, and the target use case at NG-RAN. For example, user consent for fine location reporting may be provided but the target use case may be for public warning, for which coarse UE location is sufficient. In order to protect user privacy, NG-RAN must be limited to only collect UE location information at the level of granularity consented by the user for the corresponding use case.

In this contribution, we propose to expand the scope of key issue#2 to reflect all the scenarios being considered by RAN groups. We also propose deleting the current ENs by providing requirements.
4
Detailed proposal

*************** Start of 1st Change ****************
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*************** Start of 2nd Change ****************
5.2
Key Issue #2: User consent for NTN

5.2.1
Key issue details

NTN features are specified in clause 5.4.11 of 3GPP TS 23.501 [4] and clause 16.14 of 3GPP TS 38.300 [5]. In such features, the NG-RAN in NTN may require UE’s location information for selecting the AMF. Additional use cases for NTN requiring UE location can be found in TR 38.883 [XX].
The way it works now is that after AS security is activated, the NG-RAN in NTN can request the UE to report its accurate location or coarse location. However, both types of location reports may require user consent depending on local regulations.

This key issue is intended to study whether there is any need to enhance the current user consent framework specified in Annex V in 3GPP TS 33.501 [3].

5.2.2
Security threats

If the NG-RAN in NTN is not aware of user consent status, based on required accuracy requirements, then the NG-RAN in NTN may collect user’s location information without consent for the corresponding accuracy level which could lead to a compromise of the user privacy. 

If the NG-RAN in NTN is not aware that user consent for NTN use case has been revoked, then the NG-RAN in NTN may continue to collect user’s location information which could lead to a compromise of user privacy.
5.2.3
Potential security requirements

The 5GS shall provide means to define user consent based on UE location accuracy requirements.

The 5GS shall provide means to enable the NG-RAN to obtain user consent with required granularity only for the use case being considered.

The 5GS shall provide means to revoke user consent for NTN.



*************** End of 2nd Change ****************
