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1
Decision/action requested

Update Analysis of KI#6 in TR33.875
2
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3 Rationale

· It is an invalid compartison when KI#6 compare the authorization of a single NF service consumer against multiple NF service Producer where all these producers offer the same service and are available in case of redundancy to guarantee high availability and prevent interruption of service to the idea of Authorization a set of NF Service Consumers usinmg a single access token that only reflect the identity of the association of the NF Service Consumers but NOT the identity of any of the members of this NF Set.
· Solution #7 proposes adding the NF set ID to the NF certificate. It is fundamentally important to keep the NF certificate restricted to the NF identity, permenant role, e.g., NF Type, rather than the NF association which based on a specific deployment and could change frequently.
· Since SBA NF certificate is meant to be a longlived certificate with a validity time up to 3 years. The NF certificate should be restricted to the NF own identity and permanent characteristics. Adding the NF deployment specific association, e.g., NF Set ID, could cause a frequent certificate content change and thus unnecessary overhead of the certificate management.

· In the case of a set of NF service consumers sharing the same access token, the access token may ends up being saved at multiple places rather than one which causes a security risk. In addition, the access token does not reflect the identity of the NF service consumer instance that is requesting access to the service resource at the NF service producer. Therefore, the NF service producer is not able to validate whether the NF service consumer instance requesting the service is authorized to receive service or not.
4
Detailed proposal

Authorization of a single NF service consumer to many producers is a good feature that does not introduce security risks because of the following reasons:

1 Any NF Service Producer (Resource Server) of the NF Service Producer set is always able to always validate the entity that the access token has been issued to and thus, exactly identify the NF service Consumer accessing its service.
2 This flexibility allows redundancy and high availability in the 5GC network while each Resource Server in the network is ensured of which NF service consumer is accessing the producer service.

3 without introducing any new security risk.

On the other hand, allowing a set of NF Service Consumers to receive service from a single NF service producer or a set of NF Service producer introduce the following security risks and vulnerabilities:

1 Any NF Service Producer (Resource Server) of the NF Service Producer set will never be able to identify the identity of the NF service consumer that is requesting the service. Thus, NF Service Producer is blindly approving the service request without the knowledge or the validation of the NF Service Consumer identity.

2 Access token ownership has been discussed in the past and it has been decided by SA3 that the NF Service Producer needs to ensure the NF Service Consumer identity in the access token matches the NF service consumer identity in the NF service consumer certificate or the NF issued CCA. This feature can not be achieved with the proposed solution #7.

4.3 Conclusion
SA3 is kindly requested to approve the following conclusions:

1. Based on the above details, SA3 to approve changes proposed by this contribution as below.

2. SA3 is kindly requested to approve the companion contribution S3-22xx08.
*************** Start of Change 1 ****************
7.6
KI#6: Access token usage by all NFs of an NF set 

7.6.1
Analysis 

Only solution #7 is provided for this key issue. When implementing NF Sets a common context storage needs to be organised, from which all NFs of the set can retrieve the same status. There is no difference in this handling for NF Service Producer and NF Service Consumer.

The main hurdle is that a NF Service Consumer is not necessarily a NF Service Producer, in which case no NF profile registration at NRF is needed. However, NF Service Consumers need to register with the OAuth 2.0 server and as described in the solution, the NF Set ID or NF Service Set ID is needed to be known at the NRF for the solution to work.

The NF Set management is out of scope but not different from using services of different NF Service Producers within the same set by the same token.


It is an invalid compartison when KI#6 equally compare the authorization of a single NF service consumer using an access token that was specifically issued for that specific NF Service Consumer instance against multiple NF service Producer to the idea of Authorization a group of NF Service Consumers usinmg a single access token that only reflect the identity of the association of that group of NF Service Consumers.

This is similar to saying that a Group Authentication is as secure as authenticating each member of the group individually which is not a valid argument.

Solution #7 provides a solution which allow the NF service producer or a group of NF Service producer to offer its service without the validation of the identity of the NF Service Consumer that is requesting the service.
*************** End of Change 1 ****************

