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1	Decision/action requested
With this discussion paper, we would like SA3 to discuss follow-up work of the study on the support of 256-bit algorithms for 5G.
2	References 
[1]	S3-221751 Discussion paper on open questions regarding 256-bit algorithms
[2]	TR 33.841 Study on the support of 256-bit algorithms for 5G
[3]	3GPP S3-194456 Reply to: 256 bit radio interface algorithm performance
[4]	3GPP S3-203500 Reply LS on Observations and questions on 256-bit security goals
3	Essential prerequisites for 256-bit algorithm transition
We appreciate SA3’s comments received during SA3#108e on the previous discussion paper on open questions regarding 256-bit algorithms [1]. It is acknowledged that the group’s intention is to focus only on essential work in Release 18. To date, the final evaluation of 256-bit candidate algorithms is still pending. However, we believe that preparing for the eventual transition to 256-bit cryptographic algorithms warrants due care and a proactive approach. We consider the following points especially important and propose they should be treated as soon as the SA3 workplan allows.
First, the negotiation of parameters between the UE and the network has been highlighted by the following Editor’s Notes. Being able to agree common parameter lengths securely is essential for preventing bid-down attacks when transitioning to 256-bit algorithms.
“Editor's Note: It is FFS whether there are security risks that compromise the integrity of the applications if a longer MAC is not supported by 3GPP networks natively and if so, what they are. It is also FFS how the use of longer MAC can be negotiated securely given that there might be legacy networks that do not support longer MAC.” 
Editor's Note: This section will contain study on key size negotiation: The security specification should be flexible so as to be easily adapted or upgraded in the future, particularly taking into consideration roaming situations.
Second, we note that several requirements on next-generation algorithms are contained in different Liaison Statements exchanged between 3GPP SA3 and ETSI SAGE, but are not documented in TR 33.841 [2]. This includes requirements/preferences of SA3 regarding the performance [3] and desired functional properties [4] of next-generation algorithms. To that extent, we believe the following requirements need to be clearly documented in a permanent document, such as a TR:
- the input parameters to be considered for 256-bit algorithms; and
- the degree to which input and output of 256-bit algorithms needs to be parametrized.
Third, once the requirements on 256-bit algorithms are formalized, we believe SA3 should also document a comparison of candidate algorithms against these requirements.
4	Proposals
In this discussion paper, we outline essential prerequisites for a transition to 256-bit algorithms. We believe these points should be concluded sooner rather than later and thus, present the following proposals for endorsement by SA3.
Proposal 1: Initiate a follow-up activity to the Release 16 study on the support of 256-bit algorithms for 5G, specifically aiming to clarify the following points:
- Determining the desired functional properties, specifically the degree of parametrization, on 256-bit algorithms to the extent that 3GPP SA3 can decide them
- Studying security challenges and candidate solutions concerning negotiation of key size and MAC length between UE and network, incl.:
		- what are the potential risks of supporting 128-bit and 256-bit cryptography in parallel;
- which entities need to be involved in the negotiation; and
		- how to ensure consistent use of 256-bit cryptography.
Proposal 2: Once the answers to the questions posed above are identified, create a summary of requirements to be met by 256-bit algorithms along with an evaluation of all candidate algorithms considered for adoption in the 3GPP system.
Proposal 3: Based on the outcome of the previous activities, consider additional candidate algorithms to be evaluated by ETSI SAGE.

