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***** 1st CHANGE *****
[bookmark: _Toc21335330][bookmark: _Toc26877700][bookmark: _Toc82096498]4.2.2.4	Protection of user data transported over N9 interface Within a PLMN
Requirement Name: Protection of user data transported over N9 within a PLMN.
Requirement Reference: TS 33.501 [2], Clause 9.93
Requirement Description: As specified in clause 9.9 in TS 33.501 [2], "Interfaces internal to the 5G Core can be used to transport signalling data as well as privacy sensitive material, such as user and subscription data, or other parameters, such as security keys. Therefore, confidentiality and integrity protection is required.
For the protection of the non-SBA internal interfaces, such as N4 and N9, NDS/IP shall be used as specified in [3]."
Threat Reference: TR 33.926 [7], Clause L.2.2, "No protection or weak protection for user plane data "
TEST CASE: 
Test Name: TC_UP_DATA_CONF_UPF_N9
Purpose: 
Verify that the protection mechanism implemented for user data transport over N9 interface in a PLMN conforms to the selected security profile.
Procedure and execution steps:
Pre-Condition: 
-	UPF network products are connected in simulated/real network environment.
-	The tunnel mode IPsec ESP and IKE certificate authentication is implemented.
-	Tester shall have knowledge of the security parameters of tunnel for decrypting the ESP packets.
-	Tester shall have access to the N9 interface between two UPFs within a PLMN. 
-	Tester shall have knowledge of the confidentiality algorithm and confidentiality protection keys used for encrypting the encapsulated payload.
Execution Steps:
The requirement mentioned in this clause is tested in accordance with the procedure mentioned in clause 4.2.3.2.4 of TS 33.117 [3]. 
Expected Results:
The user data transported on N9 within a PLMN is protected.
Expected format of evidence:
Evidence suitable for the interface, e.g., evidence can be presented in the form of screenshot/screen-capture.
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