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Decision/action requested

It is requested to approve the new solution for KI #1 of 3GPP TR 33.884 v0.1.0.
2
References

[1]
3GPP TR 33.884: "Study on security of application enablement aspects for subscriber-aware northbound API access"
3
Rationale

This pCR proposes a solution to address the API invoker UE authentication issue of key issue #1 in TR 33.884 [1].
4
Detailed proposal

*************** Start of 1st Change ****************

6.Y
Solution #Y: < AKMA based UE authentication for API invoker on-boarding procedure in SNA scenarios>
6.Y.1
Introduction 

This solution tries to address Key Issue #1 using AKMA.
One of the objectives of the study on SNAAPP security is to address the security aspects of UE originated API invocation. The requirements of supporting the subscriber-aware northbound API access (SNA) are given in TS 22.261 [x1]. Specifically, in TS 22.261 clause 6.10.2, it states that "provide a UE with secure access to APIs (e.g. triggered by an application that is not visible to the 5G system), by authenticating and authorizing the UE”. From this requirement, it is understood that the applications running on the UE are not visible to 3GPP system and the UE needs to be authenticated and authorized. Also, SA6 SID states that “Note that the UE triggering the API invocation (hereinafter referred to as the triggering UE) may be different from the UE whose service experience gets affected by the API invocation (hereinafter referred to as the resource owner) ", so authentication and authorization of the invoker UE is also important to secure service experience of the target UE.  

In SNA scenarios, UE is served as API invoker. In SNA scenarios, CAPIF core function/API exposure function/authorization function need to authenticate API invoker before providing service. However, in CAPIF, there is no existing solution to enable these functions to authenticate UE. 
This solution utilizes AKMA to enable CAPIF core function (CCF) to authenticate API invoker UE during the onboarding procedure. CCF generates certificate for the API invoker UE when the identity of UE is authenticated. CAPIF functions (e.g., API exposure function, authorization function) can authenticate API invoker UE using the certificate after the onboarding procedure.
6.Y.2
Solution details

It is assumed that the UE is serving as the API invoker. 

It is assumed that both the UE and CAPIF core function support AKMA protocol.

The API invoker and the CAPIF core function shall follow the procedure in this subclause to authenticate the onboarding of the API invoker to the CAPIF core function. The API invoker and the CAPIF core function shall establish a secure session using TLS. Security profiles for TLS implementation and usage shall follow the provisions given in TS 33.310 [x2] Annex E. 

With a secure session established, the API Invoker sends an Onboard API Invoker Request message to the CAPIF core function. The Onboard API Invoker Request message carries an onboard credential obtained during pre-provisioning of the onboard enrolment information, which may be an OAuth 2.0 [x3] access token. When the OAuth 2.0 token based mechanism being used as the onboarding credential, the access token shall be encoded as JSON web token as specified in IETF RFC 7519 [x4], which shall include the JSON web signature as specified in IETF RFC 7515 [x5], and shall be validated per OAuth 2.0 [x3], IETF RFC 7519 [x4] and IETF RFC 7515 [x5]. Other credentials may also be used (e.g. message digest). 

Figure 6.Y.2-X details the security information flow for the API invoker onboarding procedure. The OAuth 2.0 token based authentication credential is shown in this example.
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 Figure 6.Y.2-x: Security procedure for API invoker onboarding 

1. As a prerequisite to the onboarding procedure, the API invoker obtains onboarding enrolment information from the API provider domain. The onboarding enrolment information is used to authenticate and establish a secure TLS communication with the CAPIF core function during the onboarding process. The enrolment information includes details of the CAPIF core function (Address, FQDN, and Root CA certificate) and includes an onboarding credential (the OAuth 2.0 [x3] access token).  The UE shall generate the AKMA Anchor Key (KAKMA) and the A-KID from the KAUSF before initiating communication with the CAPIF core Function. The UE may derive KAF before sending the message or afterwards.
2.
The API invoker and CAPIF core function shall establish a secure session based on TLS (Server side certificate authentication). The API invoker shall use the enrolment information obtained in step 1 to establish the TLS session with the CAPIF core function.

3.
After successful establishment of the TLS session, the API invoker shall send an Onboard API invoker request message to the CAPIF core function along with the enrolment credential (OAuth 2.0 [x3] access token). The API invoker generates the key pair {Private Key, Public key} and provides the public key along with the Onboard API invoker request. The Onboard API invoker request message also includes the A-KID. 
4.
If the Core CAPIF function does not have an active context associated with the A-KID, then the Core CAPIF function selects the AAnF and sends a Naanf_AKMA_ApplicationKey_Get request to AAnF with the A-KID to request the key KAKMA for the UE. 
The AAnF shall check whether the AAnF can provide the service to the Core CAPIF function based on the configured local policy or based on the authorization information available in the signalling (i.e., Oauth2.0 token). If it succeeds, the following procedures are executed. Otherwise, the AAnF shall reject the procedure.

The AAnF shall verify whether the UE is authorized to use AKMA based on the presence of the UE specific KAKMA key identified by the A-KID.


If KAKMA is present in AAnF, the AAnF shall continue with step 5. 

If KAKMA is not present in the AAnF, the AAnF shall continue with step 6 with an error response.

5.
The AAnF derives the KAF of CAPIF core function from KAKMA if it does not already has the key. 

6.
The AAnF sends the SUPI of the UE, KAF of CAPIF core function and the KAF expiration time to the Core CAPIF function.
7.  Core CAPIF function authenticates UE based on the shared KAF​ as described in Annex B of TS 33.535 [x7].
8.  The CAPIF core function shall validate the enrolment credential (OAuth 2.0 [x3] access token) when the identity of UE is verified via AKMA. If validation of the credential (the OAuth 2.0 [x3] access token in this example) is successful, the CAPIF core function shall generate an API invoker's profile as specified in TS 23.222 [x8] which may contain the selected method for AEF authentication and authorization between the API Invoker and the AEF (see subclause 6.5.2 of TS 33.122 [x9]). 

The CAPIF core function may generate API invoker's certificate on its own, for the assigned API invoker identity and public key. This certificate shall be used by the API invoker for subsequent authentication procedures with the CAPIF core function and may be used for establishing a secure connection and authentication with the API Exposing Function. 
The CAPIF core function may optionally generate an Onboard_Secret if the subscribed Service API uses Method 3 (as specified in clause 6.5.2.3 of TS 33.122) for CAPIF-2e security. 
The Onboard_Secret value remains the same during the lifetime of the onboarding, and shall be bound to the CAPIF core function specific API Invoker ID. 

9.
The CAPIF core function shall respond with an Onboard API invoker response message. The response shall include the CAPIF core function assigned API invoker ID, AEF Authentication and authorization information (if generated in step 8), API invoker's certificate and the API invoker Onboard_Secret (if generated by the CAPIF core function).
After the onboarding procedure, CAPIF function (e.g., API exposure function, authorization function) can authenticate UE using the certificate that is generated by CAPIF core function.
6.Y.3
Evaluation

TBD
*************** End of 1st Change ****************

*************** Start of 2nd Change ****************

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]
3GPP TS 22.261: "Service requirements for the 5G system".
…

[x1] 



3GPP TS 22.261: "Service requirements for the 5G system".
[x2] 



3GPP TS 33.310: "Network Domain Security (NDS); Authentication Framework (AF) "
[x3] 



IETF RFC 6749: "The OAuth 2.0 Authorization Framework".
[x4] 



IETF RFC 6750: "The OAuth 2.0 Authorization Framework: Bearer Token Usage".

[x5] 



IETF RFC 7519: "JSON Web Token (JWT)".

[x6] 



IETF RFC 7515: "JSON Web Signature (JWS)".
[x7] 



3GPP TS 33.535: "Authentication and Key Management for Applications (AKMA) based on 3GPP credentials in the 5G System (5GS)".
[x8] 



3GPP TS 23.222: "Common API Framework for 3GPP Northbound APIs"
[x9] 



3GPP TS 33.122: "Security aspects of Common API Framework (CAPIF) for 3GPP northbound APIs"
It is preferred that the reference to 21.905 be the first in the list.

*************** End of 2nd Change ****************

_1720601169.vsd

