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1	Decision/action requested
[bookmark: OLE_LINK1]This pCR adds a key issue to TR 33.877.
2	References
[1]	3GPP TR 37.817: "Study on enhancement for data collection for NR and ENDC."
3	Rationale
pCR adds a key issue for Anomalous behaviour detection in NG-RAN nodes.
4	Detailed proposal
SA3 is kindly requested to agree on the pCR below to TR 33.877

*****Start of Changes*****
[bookmark: _Toc513475447][bookmark: _Toc25533486][bookmark: _Toc52282148][bookmark: _Toc108098701]5.X	Key Issue #X: Anomalous Behavior Detection
[bookmark: _Toc513475448][bookmark: _Toc25533487][bookmark: _Toc52282149][bookmark: _Toc108098702]5.X.1	Key issue details
In 5G NG-RAN deployment, an anomaly may be caused by a malicious AI/ML model or RAN NF. For example, in a network energy-saving use case, gNB needs the input from the neighbor NG-RAN node on Current/Predicted energy efficiency. If the model in the neighbor NG-RAN node is attacked or compromised, it may provide incorrectly predicted energy efficiency. On the other hand, NFs may behave undefined or anomalous. The undefined behavior of the NF may also be caused by internal errors such as configuration mistakes or internal data corruption. The ML model is valid and provides correct prediction, which is then modified by the NG-RAN node maliciously. We need a mechanism to monitor the behavior of all NFs and ML models to ensure that NFs and ML models are behaving as defined or specified. 
5.X.2	Security threats
If NFs behave anomalously or undefinedly, such behavior could cause DOS attacks on other NG-RAN NFs. It may also lead to inaccurate model training/Inference.
[bookmark: _Toc513475450][bookmark: _Toc25533489][bookmark: _Toc52282151][bookmark: _Toc108098704]5.X.3	Potential security requirements
It should be possible for the network to detect anomalous NG-RAN nodes (including UEs) using the data collected from NG-RAN nodes. 
It should be possible for the network to detect the root cause of anomalous behavior, i.e., is it caused by a malicious AI/ML model or RAN NF.  
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