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1
Decision/action requested

It is requested that SA3 approves this new key issue on path switching between different N3IWFs.
2
References

[1]
3GPP TS 33.740 "Study on security aspects of Proximity Based Services (ProSe) in 5G System (5GS) phase 2".
3
Rationale

This contribution proposes to add a new key issue to support switching between indirect Layer-3 UE-to-Network Relay paths using different N3IWFs while staying connected to the same Layer-3 UE-to-Network Relay.
4
Detailed proposal
START OF CHANGE 1
4.X
Key Issue #X: Path switching for indirect Layer-3 UE-to-Network Relay paths using different N3IWFs

4.X.1
Key issue details

This key issue concerns the support required to switch indirect Layer-3 UE-to-Network Relay paths using different N3IWFs while staying connected to the same Layer-3 UE-to-Network Relay, as illustrated in Figure 4.x.1-1. Such a path switch can occur when the UE-to-Network Relay to which a Remote UE is connected moves out of range of the first N3IWF and gets into range of a second N3IWF (e.g. the first N3IWF is serving a different set of TAIs than the second N3IWF). 

When the Remote UE is connected to a particular N3IWF via a Layer-3 UE-to-Network Relay and an NG-RAN, the Remote UE establishes a security context with that N3IWF. When there is a switch from one N3IWF to another, there is a need to transfer the security context from the previously connected N3IWF to the new N3IWF. Since the PC5 connection between the Remote UE and the UE-to-Network Relay has not changed, there is no need to perform a full ProSe discovery procedure (including a N3IWF selection procedure), but the moving UE-to-Network Relay needs to inform the Remote UE about the change in N3IWF (and potentially the change in NG-RAN).
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Figure 4.x.1-1: Path switch using the same UE-to-Network Relay and different N3IWFs
4.X.2
Security threats

When performing a path switch between two indirect network communication paths for UE-to-Network Relay involving a switch between N3IWFs, the transfer of the old security context to the new path needs to be handled in an appropriate way. Without an appropriate transfer, the new path can have insufficient security (e.g. due to missing security context), or it can have a failed connection (e.g. due to the Remote UE using an invalid security context).
4.X.3
Potential security requirements

The 5GS shall support the transfer of the security context between the old path (between Remote UE and old N3IWF) to the new path (between Remote UE and new N3IWF) for the case where the UE-to-Network Relay (and the corresponding PC5 connection) has not changed.
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