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*** 1st CHANGE***
[bookmark: _Toc98841241]6.2.1	AAnF response with UE Identity
Figure 6.2-1 shows the procedure used by the AF to request application function specific AKMA keys from the AAnF, when the AF is located inside the operator's network.


Figure 6.2-1: KAF generation from KAKMA
Before communication between the UE and the AKMA AF can start, the UE and the AKMA AF need to know whether to use AKMA. This knowledge is implicit to the specific application on the UE and the AKMA AF or indicated by the AKMA AF to the UE (see clause 6.5). 
1.	The UE shall generate the AKMA Anchor Key (KAKMA) and the A-KID from the KAUSF before initiating communication with an AKMA Application Function. When the UE initiates communication with the AKMA AF, it shall include the derived A-KID (see clause 6.1) in the Application Session Establishment Request message. The UE may derive KAF before sending the message or afterwards.
2.	If the AF does not have an active context associated with the A-KID, then the AF selects the AAnF as defined in clause 6.7, and sends a Naanf_AKMA_ApplicationKey_Get request to AAnF with the A-KID to request the KAF for the UE. The AF also includes its identity (AF_ID) in the request.
AF_ID consists of the FQDN of the AF and the Ua* security protocol identifier. The latter parameter identifies the security protocol that the AF will use with the UE.
The AAnF shall check whether the AAnF can provide the service to the AF based on the configured local policy or based on the authorization information available in the signalling (i.e., Oauth2.0 token). If it succeeds, the following procedures are executed. Otherwise, the AAnF shall reject the procedure.
The AAnF shall verify whether the subscriber is authorized to use AKMA based on the presence of the UE specific KAKMA key identified by the A-KID.
	If KAKMA is present in AAnF, the AAnF shall continue with step 3. 
	If KAKMA is not present in the AAnF, the AAnF shall continue with step 4 with an error response.
3.	The AAnF derives the AKMA Application Key (KAF) from KAKMA if it does not already have KAF. 
	The key derivation of KAF shall be performed as specified in Annex A.4. 
4.	The AAnF stores the AF_ID and sends Naanf_AKMA_ApplicationKey_Get response to the AF with SUPI, KAF and the KAF expiration time.
5.	The AF sends the Application Session Establishment Response to the UE. If the information in step 4 indicates failure of AKMA key request, the AF shall reject the Application Session Establishment by including a failure cause. Afterwards, UE may trigger a new Application Session Establishment request with the latest A-KID to the AKMA AF.
*** 2nd CHANGE***
[bookmark: _Toc42246811][bookmark: _Toc42177186][bookmark: _Toc98841243][bookmark: _Toc42179538][bookmark: _Toc51245746]6.3	AKMA Application Key request via NEF
Figure 6.3-1 shows the procedure used by the AF to request KAF from the AAnF via NEF, when the AF is located outside the operator's network. 

Figure 6.3-1: AKMA Application Key request via NEF
1.	When the AF is about to request AKMA Application Key for the UE from the AAnF, e.g. when UE initiates application session establishment request as in clause 6.2.1, the AF discovers the HPLMN of the UE based on the A-KID and sends the request towards the AAnF via NEF service API. The request shall include the A-KID and the AF_ID and optionally UE Id not needed indication.
NOTE:	In the case of architecture without CAPIF support, the AF is locally configured with the API termination points for the service. In the case of architecture with CAPIF support, the AF obtains the service API information from the CAPIF core function via the Availability of service APIs event notification or Service Discover Response as specified in TS 23.222 [5].
2.	If the AF is authorized by the NEF to request KAF, the NEF discovers and selects an AAnF as defined in clause 6.7. 
3.	The NEF sends a Naanf_AKMA_ApplicationKey_Get request to the selected AAnF with the A-KID to request the KAF for the UE.
The AAnF shall process the request in the same way as specified in clause 6.2.1 with following changes:
If KAKMA is present in AAnF, the AAnF shall continue with step 4 in this clause. 
If KAKMA is not present in the AAnF, the AAnF shall continue with step 5 in this clause with an error response.
4.	The AAnF stores the AF_ID and generates the KAF as specified in clause 6.2.1 and sends the response to the NEF with the KAF, the KAF expiration time (KAF exptime) and SUPI.
5.	The NEF forwards the response to the AF with the KAF, the KAF expiration time (KAF exptime) and optionally GPSI (external ID). Based on local policy, the NEF uses the Nudm_SubscriberDataManagement service which is specified in TS 29.503[11] to translate SUPI to GPSI (external ID) and optionally include GPSI (external ID) in the response. If UE Id not needed indication is received in the incoming request, the NEF shall not provide the GPSI (external ID) to AF. The NEF shall not send the SUPI to the AF.
*** 3rd CHANGE***
[bookmark: _Toc98841250]6.6.1	General
This procedure is used to remove the AKMA context in the AAnF. NF consumers may initiate this procedure due to local policy.


 
Figure 6.6.1-1: AAnF AKMA context removal procedure
1. NF initiates an AAnF AKMA context removal procedure to delete the AKMA context in AAnF.
2. NF discovers the AAnF of the UE, as specified in clause 6.7 and sends a Naanf_AKMA_Context_Remove request to AAnF to remove AKMA context for the UE. 
3. AAnF finds AKMA Context (e.g. SUPI, A-KID, KAKMA or AF_ID(s)). If AF_ID(s) is present in the AKMA Context, the AAnF shall notifies AF(s) to remove the Application context via NEF or directly. The AF(s) may remove the Application context base on A-KID and local policy.

34. AAnF shall delete AKMA Context (e.g. SUPI, A-KID, KAKMA or AF_ID(s) and KAKMA) from its local database. 
45. AAnF sends a Naanf_AKMA_Context_Remove response to NF.
*** 4th CHANGE***
[bookmark: _Toc51245757][bookmark: _Toc42246822][bookmark: _Toc42177197][bookmark: _Toc42179549][bookmark: _Toc98841260]7.3	Services provided by NEF
[bookmark: _Toc51245758][bookmark: _Toc42246823][bookmark: _Toc42177198][bookmark: _Toc42179550][bookmark: _Toc98841261]7.3.1	General
The NEF exposes AKMA Application Key derivation service to the requester NF.
The following table shows the NEF Services and NEF Service Operations related to AKMA service.
Table 7.3.1-1: List of NEF Services
	Service Name
	Service Operations
	Operation
Semantics
	Example Consumer(s)

	Nnef_AKMA
	ApplicationKey_Get
	Request/Response
	AF

	
	AFKey_Remove
	Request/Response
	AAnF



[bookmark: _Toc98841262][bookmark: _Toc51245759][bookmark: _Toc42246824][bookmark: _Toc42177199][bookmark: _Toc42179551]7.3.2	Nnef_AKMA_ApplicationKey_Get service operation 
Service operation name: Nnef_AKMA_ApplicationKey_Get.
Description: The NF consumer requests the NEF to provide AF related key material.
Input, Required: A-KID, AF_ID 
Input, Optional: UEID not needed indication. 
Output, Required: KAF, KAF expiration time.
Output, Optional: GPSI (external ID).
7.3.X	Nnef_AKMA_AFKey_Remove service operation 
Service operation name: Nnef_AKMA_AFKey_Remove.
Description: The NF consumer requests the NEF to notify AF to remove the related key material.
Input, Required: A-KID 
Input, Optional: None. 
Output, Required: None.
Output, Optional: None.
*** END OF CHANGES ***
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