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1
Decision/action requested

Approve the pCR to TR 33.882.
2
References

[1]
3GPP TR 33.882: "Study on personal IoT networks security aspects ".

3
Rationale

This solution describes a way for network triggering the authentication and authorization for a PINE based on EAP framework. 

4
Detailed proposal

****Start of Change (new text)****
6.X
Solution #X: Network triggered authentication and authorization for PINE

6.X.1
Introduction
This solution addresses the KI#1 "Authentication and authorization for PINE".

6.X.2
Solution details
The procedure describes how 5GC requests the authentication and authorization for a PINE.
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Figure 6.X.2-1: Network triggered authentication and authorization for PINE
1.
[Optional] The PINMF is requested to setup communication path for a PINE.

2.
The PINMF indicates authentication and authorization with the MAC address of the PINE to the PCF (via NEF or directly) based on local configuration.

3.
The PCF indicates authentication and authorization with the MAC address to the SMF.

4.
The SMF sends EAP Request/Identity message to the PINE via PEGC.

5.
The PINE responds to the SMF with the ID of the PINE. 

6.
The SMF sends the EAP message to the UDM or external AAA.

7.
The UDM/AAA and the PINE exchange EAP messages via the SMF and the PEGC.

8.
If the authentication succeeds, the UDM/AAA sends EAP Success and the MAC address to the SMF.

9.
The SMF check whether the MAC address is same as the MAC address received in step 3, if check fails, the procedure stops.

10.
[Optional] If check succeeds, the SMF continues the communication path setup for the PINE. 

6.X.3
Evaluation
TBD.  
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