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* * * First Change * * * *
[bookmark: _Toc19634816][bookmark: _Toc26875876][bookmark: _Toc35528642][bookmark: _Toc35533403][bookmark: _Toc45028756][bookmark: _Toc45274421][bookmark: _Toc45275008][bookmark: _Toc51168265][bookmark: _Toc106197776]9.9	Security mechanisms for non-SBA interfaces internal to the 5GC and between PLMNs
Non-SBA interfaces internal to the 5G Core such as N4 and N9 can be used to transport signalling data as well as privacy sensitive material, such as user and subscription data, or other parameters, such as security keys. Therefore, these interfaces shall be confidentiality, integrity, and replay protected.
Roaming interfaces between PLMNs except for N32, shall be confidentiality, integrity, and replay protected. Protection for the N32 interface is specified in clauses 13.1 and 13.2.
For the protection of the above mentioned internal and roaming interfaces except N32, it is required to implement IPsec ESP and IKEv2 certificate-based authentication as specified in sub-clause 9.1.2 of the present document with confidentiality, integrity and replay protection, NDS/IP shall be used as specified in [3], unless security is provided by other means, e.g. physical security. A SEG may be used to terminate the NDS/IP IPsec tunnels.
NOTE: The use of cryptographic solutions to protect non-SBA interfaces internal to the 5G Core such as N4 and N9, and roaming interfaces between PLMNs except for N32, is an operator’s decision. 
QoS related aspects are further described in sub-clause 9.1.3 of the present document.

* * * End of Changes * * * *
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