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1
Decision/action requested

It is requested to approve the update to KI #1 of 3GPP TR 33.882 v0.2.0.
2
References

[1]
3GPP TR 33.882: "Study on personal IoT networks security aspects2"
3
Rationale

This pCR proposes to update KI #1 in 3GPP TR 33.882 [1].
4
Detailed proposal

This contribution proposes to update KI #1 to include secure PINE authorization requirements.
*************** Start of the Change ****************

5.1
Key Issue #1: Authentication and authorization for PINE

5.1.1
Key issue details

A key aspect of the planned support of the 5G system for PIN is the ability of a UE (referred to as PEGC) to act as a gateway for PIN elements (PINEs), which are not acting as 5G UEs, to connect to 5GC. 

According to TR 23.700-88 [2], a PINE without 3GPP capability cannot directly connect to the 5GC, but through the PEGC. Whether the PINE without 3GPP capability needs to be known by the 5GC and how to identify the PINE needs to be studied, e.g., for controlling access of the PINE to connecting 5G data networks, differentiating the PINE for policy provisioning, authorizing the PINE for traffic relay, etc.
According to TR 23.700-88 [2], the SMF needs to authenticate the identity of a specific PINE and leverages the authenticated identity to authorize PINE with related policies, which are provisioned by PIN AS/AF. The identities that can be used by the SMF for authentication are dependent on the method that credentials are provisioned. 

If credentials are provisioned by the PINE vendor, the SMF needs to communicate with the AAA server of the vendor to authenticate the PINE. The SMF can only authenticate the default identities (e.g., MAC Addresses, Device IDs) that are associated with the default credentials.  In this case, the assumption "For PINE authorization, PIN AF/AS needs to correlate the policies of a specific PINE to the default identity of the PINE" may need to be added in the present document. 

If PINE IDs rather than default identities are authenticated, non-3GPP devices are provisioned with PINE IDs and the corresponding credentials. To authenticate the PINE ID, the SMF needs to communicate with the external AAA server.  Currently, how the SMF checks if the AAA server is authorized to authenticate the PINE IDs of specific PINs is not clear.
5.1.2
Security threats

5GS supports the policy and QoS differentiation for the traffic between a PINE and 5GS. The network resource may be misused by the malicious, unauthenticated, and unauthorized PINE. 
During the PINE ID authentication procedure, the SMF may connect to a misbehaving AAA server, which is not authorized to authenticate the PINE ID related to a specific PIN. Non-3GPP devices may be authorized by the SMF based on authentication results, which are provided by misbehaving AAA servers.

5.1.3
Potential security requirements

The PINE in a Personal IoT network should be authenticated.

The PINE in a Personal IoT network should be authorized.
5GS shall provide a means for the SMF to authorize the AAA server for authenticating PINE IDs of specific PINs.
Editor’s note:
Further requirements might be added if found.
*************** End of the Change ****************

