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1
Decision/action requested

It is requested to approve the proposed resolution of the Editor’s Note in Sol #5 of 3GPP TR 33.739 v0.2.0.
2
References
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3GPP TR 33.739: " Study on Security Enhancement of Support for Edge Computing — Phase 2"
3
Rationale

This pCR proposes resolve the EN in Sol #5.

The EN is "The negotiation messages between EEC and EES/ECS are not security protected, and therefore negotiation messages can be attacked. How to protect negotiation messages is FFS. " . 
The target of protecting the negotiation message is to ensure the success of the authentication procedure. However, the attacker can attack the protected negotiation, unprotected negotiation message, A-KID, B-TID to make the authentication procedure fail.  
For protected and unprotected negotiation message, the negotiation message can be discarded by attacker.  And the negotiation will fail if the message is discarded.  
For protected and unprotected negotiation message, the attacker can modify the negotiation message. For protected negotiation message, the modification can be detected. And the negotiation will fail if the message is modified. For unprotected negotiation message, EEC/ECS/EES cannot detect the modification. EEC/ECS/EES may start mutual authentication with an unsupported mechanism. The authentication procedure will fail because the mechanism is not supported.
For AKMA with TLS and GBA with TLS authentication mechanisms, A-KID and B-TID are not always protected. Attackers can modify or discard A-KID/B-TID to make the authentication procedure fail.
The impact of attacking is limited to the failure of the negotiation/authentication. EEC/ECS/EES can trigger the negotiation/authentication procedure again in the future until they can mutually authenticate with each other.
The following Note " Note: The negotiation may need multiple rounds to reach the consensus due to the attacking on the negotiation message." is added to remove the the EN.

4
Detailed proposal

*************** Start of the Change ****************

6.5
Solution #5: 5GC-based authentication mechanism selection between EEC and ECS/EES 

6.5.1
Solution overview

This solution addresses KI 2.2 of this document.

To select TLS with GBA/AKMA based authentication methods, EES/ECS needs to support GBA/AKMA protocol. However, in some cases, EES/ECS cannot select TLS with GBA/AKMA based authentication methods even if EEC/ECS can support GBA/AKMA protocol. 
Specifically, in TLS with GBA/AKMA based authentication methods, EES/ECS takes the role of NAF or AF. To do the mutual authentication between EES/ECS and ECC, EES/ECS needs to obtain keys (e.g., KAF in AKMA scenarios) from 5GC. However, EES/ECS may fail to obtain keys from 5GC. For instance, according to sub clause 6.2.1 of 3GPP TS 33.535 [x], it is stated that "The AAnF shall check whether the AAnF can provide the service to the AF based on the configured local policy or based on the authorization information or policy provided by the NRF using the AF_ID. If it succeeds, the following procedures are executed. Otherwise, the AAnF shall reject the procedure. ". According to Annex J.2 of TS 33.220 [y], it is stated that "In any case, the GAA based security setup will fail between the UE and the NAF since the NAF did not get the NAF specific shared key(s). ".  And EES/ECS without keys cannot support TLS with GBA/AKMA based authentication methods.
Therefore, ECS/EES needs to ensure it can obtain keys from 5GC during the selection of the authentication method between EEC and ECS/EES.

To address the problem, the 5GC-based authentication mechanism selection between EEC and ECS/EES is proposed.

6.5.2
Solution details
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Figure-6.5.2.1: Authentication method selection between EEC and ECS/EES

Step 1. The EEC sends the authentication method selection request to the ECS/EES. EEC sends the authentication method identifiers (e.g., TLS with AKMA , TLS with GBA) and the types of key(e.g., Ks_int_NAF) that it supports in this message, EEC may send A-KID or B-TID to ECS/EES in the authentication method selection request message.

Step 2. Upon receiving authentication method selection request, ECS/EES choose an authentication method based on the authentication methods that the EEC supports and its pre-configured policies. The policies may contain the priority of the network supported authentication methods configured by 3GPP operators or ECS/EES providers. The ECS/EES may select the authentication method based on the priority of the network supported authentication methods.

Step 3. If ECS/EES receives A-KID or B-TID from UE/EEC in step 1, then step 3 to step 4 can be skipped. ECS/EES request authentication material from EEC. The authentication request message contains the identifier of the selected authentication method. Details about the requested authentication material depend on the selected authentication method. ECS/EES may request A-KID as the authentication material when ECS/EES chooses the AKMA-based authentication method. ECS/EES may request B-TID as the authentication material when ECS/EES chooses GBA-based authentication method.

Step 4. EEC sends the requested authentication material to the ECS/EEC.

Step 5a. If ECS/EES selects AKMA or GBA based authentication method, ECS/EES needs to request authentication key from AAnF or BSF in the home network of UE/EEC. Otherwise, the procedure goes to step 5b. ECS/EES identifies the home network of the UE/EEC based on the A-KID/B-TID. The authentication key is KAF of EEC/EES when ECS/EES chooses AKMA-based authentication method. The authentication key is NAF key of EEC/EES when ECS/EES chooses GBA-based authentication method. Details about the authentication key request procedure depend on the selected authentication method. If ECS/EES can obtain authentication key corresponding to the selected authentication method, ECS/EES can determine to use the selected method to do the authentication. For the case that ECS/EES chooses AKMA or GBA based authentication method, ECS/EES needs to exclude the selected method and re-select the authentication method if ECS/EES cannot obtain the authentication key. To re-select the authentication method, the procedure goes to step 2. And ECS/EES needs to skip the authentication method that it excludes in step 5a during the re-select procedure. 

Step 5b. ECS/EES sends the selected authentication method to the UE/EEC via the authentication mechanism selection response message. ECS/EES needs to send the error code to the UE/EEC when ECS/EES cannot support any authentication methods provided by the UE/EEC.


Note: The negotiation may need multiple rounds to reach the consensus due to the attacking on the negotiation message.
Editor’s Note: Consideration of UE security capability is FFS.
6.5.3
Solution evaluation 

In this solution, ECS/EES can re-select authentication mechanism when ECS/EES cannot obtain keys related to the selected authentication method from 5GC.

*************** End of the Change ****************
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