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1
Decision/action requested

This contribution proposes to add a new solution in the FS_5G_ProSe_Ph2 study TR 33.740
2
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3GPP TR 33.740 v0.2.0: "Study on security aspects of Proximity Based Services (ProSe) in 5G System (5GS) phase 2"
[2]

3GPP TR 23.700-33 v0.3.0: "Study on system enhancement for Proximity based Services (ProSe) in the 5G System (5GS); Phase 2"
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3GPP TS 33.503 v17.0.1: "Security Aspects of Proximity based Services (ProSe) in the 5G System (5GS)"
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Rationale
Key issue #2 in TR 33.740 [1] addresses the security for UE-to-UE Relay. As per TR 23.700-33 [2], two options (Layer-2 UE-to-UE Relay and Layer-3 UE-to-UE Relay) are under consideration. For Layer-3 UE-to-UE Relay, the full security of a UE-to-UE PC5 link depends on the security of two separate PC5 links, i.e. the link between the Source UE and UE-to-UE Relay and the link between UE-to-UE Relay and Target UE. The security of these two separate PC5 link relies on the UE-to-UE Relay’s security materials, which are provided by the network after passing the authorization check. With the assistance of network, the UE-to-UE PC5 link via 5G ProSe Layer-3 UE-to-UE Relay can be securely established.
Therefore, this pCR proposes a solution to address Key issue #2 Security for UE-to-UE Relay in TR 33.740 [1] by largely reusing the mechanism of Direct Security Establishment procedure defined in TS 33.503 [3].
4
Detailed proposal

*************** Start of the Change ****************

6.Y
Solution #Y: Network-assisted Security  Establishment Procedure for 5G ProSe Layer-3 UE-to-UE Relay
6.Y.1
Introduction

The solution addresses Key Issue #2: Security of UE-to-UE Relay. It largely reuses the mechanism of Direct Security Establishment procedure defined in TS 33.503 [6] to ensure the security of UE-to-UE Relay Communication.

In the UE-to-UE relay scenario, two options (Layer-2 UE-to-UE Relay and Layer-3 UE-to-UE Relay) are under consideration. For Layer-3 UE-to-UE Relay, the full security of a UE-to-UE PC5 link depends on the security of two separate PC5 links, i.e. the link between the Source UE and UE-to-UE Relay and the link between UE-to-UE Relay and Target UE. The security of these two separate PC5 link relies on the UE-to-UE Relay’s security materials, which are provided by the network after passing the authorization check. With the assistance of network, the UE-to-UE PC5 link via 5G ProSe Layer-3 UE-to-UE Relay can be securely established.
6.Y.2
Solution details
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 Figure 6.Y.2-1: Network-assited PC5 link security establishment procedure for 5G ProSe Layer-3 UE-to-UE Relay
0.

The long term credential and long term credential ID are associated with RSC, which could be pre-configured on the Source UE and Target UE or provisioned by the network before the U2U discovery procedure. 

1. 
The Discovery & Relay Selection procedure is performed between the peer UEs and the UE-to-UE Relay. 

Note X:
It is assumed that after the Discovery & Relay Selection procedure, the Source UE and the Target UE can discover each other by selecting the same UE-to-UE Relay.

2. 
The Source UE sends a Direct Communication Request that contains the long term credential ID, Source UE’s security capabilities, RSC and nonce 1 to the UE-to-UE Relay. The message may also include a Knrp ID if the Source UE has an exisiting Knrp with this UE-to-UE Relay for the same RSC.

3a.
If the UE-to-UE Relay already has the long term credential identified by the long term credential ID, step 3a and step 3b are skipped. Otherwise, the UE-to-UE Relay sends a Prose Key Request message that contains UE-to-UE Relay Identity, long term credential ID, RSC to its PKMF/DDNMF, indicates that the UE-to-UE Relay is requesting the long term credential. If the requested long term credential is stored in the ProSe Application server, the PKMF/DDNMF needs to obtain the long term credential from the ProSe Application Server (not shown in the figure).

Note Y:
In the control plane based security procedure, the DDNMF is responsible for providing the long term credential. In the user plane based security procedure, the PKMF is responsible for providing the long term credential.
Note Z:
In this solution, the U2U relay is in the network coverage

3b.
Once receiving the Prose Key Request message, the PKMF/DDNMF of the UE-to-UE Relay checks if the UE-to-UE Relay is authorized to provide relay service based on the UE-to-UE Relay identity and the received RSC. If the UE-to-UE Relay’s authorization information is not locally available, the PKMF/DDNMF shall request the authorization information to the UDM of the UE-to-UE Relay (not shown in the figure). If the UE-to-UE Relay is authorized to provide the relay service, the PKMF/DDNMF of the UE-to-UE Relay returns the long term credential.

4.
The UE-to-UE Relay may initiate a Direct Auth and Key Establish procedure with Source UE to generate the Knrp. If the Knrp ID is included in the Direct Communication Request, this step is skipped.

5.
The UE-to-UE Relay derives the session key (KNRP-SESS) from KNRP and then derives the confidentiality key (NRPEK) (if applicable) and integrity key (NRPIK) based on the PC5 security policies as specified in TS 33.503 [6]. The UE-to-UE Relay sends a Direct Security Mode Command message to the Source UE. This message also includes the chosen security algorithm and nonce 2.

6. 
The Source UE responds with a Direct Security Mode Complete message to the 5G ProSe UE-to-UE Relay.

7.
Based on the User Info ID or Layer-2 ID of Target UE obtained after the UE-to-UE Relay discovery, the UE-to-UE Relay sends a Direct Communication Request that contains the long term credential ID, the Chosen security algorithm, RSC and nonce 1' to the Target UE. The message may also include a Knrp ID' if the UE-to-UE Relay has an exisiting Knrp' with the Target UE that it trying to communicate with.

8.
The Target UE may initiate a Direct Auth and Key Establish procedure with UE-to-UE Relay to generate the Knrp'. If the Knrp ID' is included in the Direct Communication Request, this step is skipped.

9.
The Target UE derives the session key (KNRP-SESS') from KNRP' and derives the confidentiality key (NRPEK') (if applicable) and integrity key (NRPIK’) based on the PC5 security policies as specified in TS 33.503 [6]. The Target UE sends a Direct Security Mode Command message to the UE-to-UE relay. This message also includes the nonce 2'.

10.
The UE-to-UE Relay responds with a Direct Security Mode Complete message to the Target UE.

11. The Target UE sends the Direct Communication Accept message to the UE-to-UE Relay.

12.
Only after receiving the Direct Communication Accept message from the Target UE, the UE-to-UE Relay then responds the Direct Communication Accept message to the Source UE.

13.
The secure L3 PC5 link between the Source UE and the Target UE via the UE-to-UE Relay is established. The UE-to-UE Relay can forward the traffic between the peer Prose UEs.

6.Y.3
Evaluation
TBD
*************** End of the Change ****************
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