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1
Decision/action requested

This contribution proposes to update the solution in the FS_5G_ProSe_Ph2 study TR 33.740
2
References

[1]
3GPP TR 33.740 v0.2.0: "Study on security aspects of Proximity Based Services (ProSe) in 5G System (5GS) phase 2"
3
Rationale
This pCR proposes to update solution #9 in TR 33.740 [1] to make the solution align with SA2.
4
Detailed proposal

*************** Start of the Change ****************

6.9
Solution #9: Restricted 5G ProSe UE-to-UE Relay Discovery Model B

6.9.1
Introduction

The solution addresses Key Issue #1: Security for UE-to-UE Relay discovery. It largely reuses the mechanism of Prose Discovery defined in TS 33.503 [6] to ensure the security of UE-to-UE Relay Discovery.

If the Source UE cannot reach the Target UE directly, it will try to discover a UE-to-UE Relay, which is responsible for providing relay service in connecting two Remote UEs over PC5. In the Model B method of the ProSe discovery, the Source UE plays the role of the Discoverer UE, the Target UE plays the role of the Discoveree UE and the UE-to-UE Relay forwards all the messages between the Source UE and the Target UE. To achieve the security of UE-to-UE Relay Discovery, the UEs need to request the security parameters from the DDNMF in the control plane or the PKMF in the user plane.

The solution meets all the security requirements in Key issue #1 by achieving privacy protection, protection of messages and security materials provisioning.
6.9.2
Solution details

6.9.2.1
Restricted 5G ProSe UE-to-UE Relay Discovery Model B over Control Plane
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 Figure 6.9.2.1-1: Security procedure for restricted 5G ProSe U2U Discovery Model B over Control Plane
The ProSe Application Server allocates a User Info IDfor each Prose UE and returns the User Info ID to the application client in the UE. 

Steps 1-3 refer to the Discovery Key Request procedure of UE-to-UE Relay.

1.
UE-to-UE Relay sends a Relay Discovery Key Request message containing its User Info ID and Relay Service Code (RSC) to its 5G DDNMF in order to get associated security materials. In addition, the UE-to-UE Relay includes its PC5 UE security capability that contains the list of supported ciphering algorithms by the UE in the Relay Discovery Key Request message.

Note a:
The RSC may either be pre-configured on the UE or provisioned by the network during the service authorization and provisioning procedure.
Editor’s Note: Detailed parameters used in Relay Discovery Key Request procedure is FFS.
2.
The 5G DDNMF of the UE-to-UE Relay may check for the announcement authorization with the PCF/UDM of the UE-to-UE Relay or the ProSe App Server depending on the local configuration.

Note b:
If the UE-to-UE relay is roaming, the 5G DDNMFs in the HPLMN and VPLMN of the UE-to-UE Relay may exchange Announcement Auth message, which is omitted in the above figure.
3.  The 5G DDNMF of the UE-to-UE Relay returns the Code Security Parameters along with the CURRENT_TIME and MAX_OFFSET parameters and the chosen PC5 ciphering algorithm. The Code Security Parameters are stored with the RSC, which provides the necessary information for the UE-to-UE relay. The 5G DDNMF of the UE-to-UE Relay includes the chosen PC5 ciphering algorithm in the Relay Discovery Key Response message, which is determined by the RSC and the received PC5 UE security capability in step 1.  

Steps 4-9 refer to the Relay Discovery Key Request procedure of Discoveree UE/Discoverer UE. For the 5G ProSe UE-to-UE Relay Discovery, the Source UE plays the role of the Discoverer UE and the Target UE plays the role of the Discoveree UE.

4.
The Source UE/Target UE sends a Relay Discovery Key Request message containing the User Info ID, RSC, its PC5 UE security capability and optionally the Relay User Info ID(s) to its 5G DDNMF in order to be allowed to discover one or more UE-to-UE Relay.

Note c:
The application client provides the Source UE/Target UE with the list of potential UE-to-UE Relay containing the Relay User Info ID(s). The Relay User Info ID(s) of Source UE/Target UE to be monitiored are passed in an Application Lever Container.
5.
The 5G DDNMF of the Source UE/Target UE sends an authorization request to the PCF/UDM of the Source UE/Target UE or the ProSe App Server. If, based on the permission setting, the Source UE/Target UE is allowed to perform UE-to-UE Relay Discovery procedure under this specific U2U relay service and allowed to discover at least one of the Relay User Info(s) contained in the Application Level Container,, the PCF/UDM of the Source UE/Target UE or the Prose App Server returns an authorization response.

6.
If the Relay Discovery Key Request is authorized, and the PLMN ID in the Relay User Info ID indicates a different PLMN, the 5G DDNMF of the Source UE/Target UE contacts the indicated PLMN's 5G DDNMF (i.e. the 5G DDNMF of the UE-to-UE Relay) by sending a Discovery Request message including the PC5 UE security capability in step 4.
Note D:
As per TS 23.304 [8], User Info ID takes the form of either the NAI format or the 64-bit string. If the User Info ID is in NAI format, i.e. username@realm, the realm part shall include Home Network Identifier (i.e. HPLMN ID).
7.
The 5G DDNMF of the UE-to-UE Relay may exchange authorization messages with the ProSe Application Server. The ProSe Application Server may check whether the Source UE/Target UE and the UE-to-UE relay are authorized to perform the UE-to-UE Relay Discovery under the specific U2U relay service.

8.
If the Discovery Request is authorized and the PC5 UE security capability in step 4 includes the chosen PC5 ciphering algorithm, the 5G DDNMF of the UE-to-UE Relay responds to the 5G DDNMFof the Source UE/Target UE with a Discovery Response message including the Code Security Parameters and a chosen PC5 ciphering algorithm. The Code Security Parameters provide the information needed by the Source UE/Target UE to protect/unprotect all discovery messages under the specific U2U relay service. The 5G DDNMF of the Source UE/Target UE stores the RSC and Code Security Parameters.

9.
The 5G DDNMF of the Source UE/Target UE returns the Code Security Parameters along with the CURRENT_TIME, MAX_OFFSET parameters and the chosen PC5 ciphering algorithm. The Source UE/Target UE stores the Code Security Parameters together with the RSC.

Steps 10 and 13 occur over PC5:

10.
The Source UE broadcasts the Solicitation Message and protects it by using the corresponding code security parameters. The Solicitation Message may contain the Type of Discovery (i.e. U2U relay), RSC, source UE info (i.e. User Info ID of the Source UE) and target UE info (i.e. User Info ID of Target UE), etc.. 

11.
The UE-to-UE Relay listens to a solicitation Message that satisfies the RSC if the UTC-based counter associated with that discovery slot is within the MAX_OFFSET of the UE-to-UE Relay's ProSe clock. On receiving the solicitation message including the supported RSC, UE-to-UE Relay(s) process it by using the corresponding code security parameters. If the integrity check/confidentiality check is passed, the UE-to-UE Relay adds the relay information in the solicitation message and broadcasts the new solicitation message, which is protected by the corresponding code security parameters. The new solicitation message may contain the Type of Discovery, Relay Info (i.e. User Info ID of UE-to-UE Relay), RSC, Relay indication (to indicate ProSe direct discovery forwarding), original Discoverer Info (i.e. User Info ID of Source UE) and target discoveree info (i.e. User Info ID of Target UE). 
12.  The Target UE listens to the solicitation Message that satisfies its RSC if the UTC-based counter associated with that discovery slot is within the MAX_OFFSET of the Target UE's ProSe clock. If the integrity check/ confidentiality check is passed, the Target UE responds to the solicitation message via a response message.

Note E:
The Source UE/Target UE may check the integrity of the discovery message on its own or check the integrity by sending a Match Report as defined in TS 33.503 [6].
13.
On receiving the response message, UE-to-UE Relay(s) checks its integrity and confidentiality based on the security policies. If the check is passed, UE-to-UE relay forwards response message containing the Type of Discovery, Relay Info (i.e. User Info ID of Relay), RSC, Relay indication (to indicate ProSe direct discovery forwarding), original Discoveree Info (i.e. User Info ID of Target UE) and Discoverer Info (i.e. User Info ID of Source UE). 

On receiving the response message from UE-to-UE relay, Source UE checks its integrity and confidentiality based on the security policies and determines if it can use this relay. If the Source UE wants to communicate with the Target UE via this Relay, the Source UE may initiate the U2U relay link establishment procedure.

Note e:
The UE-to-UE relay selection may be performed on the Target UE or Source UE.
Editor’s Note: Solution details will be studied based on SA2’s conclusion about the KI#1 in TR 23.700-33 [2].
6.9.2.2
Restricted 5G ProSe UE-to-UE Relay Discovery Model B over User Plane

When the user-plane based security procedure for the UE-to-UE Relay discovery is used, the 5G PKMF takes the role of the 5G DDNMF as described in 6.9.2.1 of the present document.
Editor’s Note: It is FFS whether both CP and UP based procedures are needed for security materials provisioning.
6.9.3
Evaluation

TBD
*************** End of the Change ****************
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