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Decision/action requested

Approve the pCR to TR 33.876.
2
References

[1]
3GPP TR 33.876: "Study on automated certificate management in Service-Based Architecture (SBA)"
[2]
3GPP TS 33.310: "Network Domain Security (NDS); Authentication Framework (AF)"

3
Rationale

Solution #2 in TR 33.876 [1] is about Using CMP protocol for certificate enrolment and renewal. 
There is an Editor's note:
CMP profiling for SBA is FFS.
This contribution proposes a basic CMP profiling for SBA by reusing CMPv2 Profiling specified for base station in TS 33.310 [2] with needed adaption for SBA NF.
We observe that extraCerts field is not protected by CMP message protection but required by 3GPP [2], and caPubs field is protected by CMP message protection but not required by 3GPP. We propose to add an Editor's note about "Trust anchor provisioning using CMP messages (e.g., using ExtraCerts or caPubs field) is FFS".
4
Detailed proposal

Approve the following changes to TR 33.876 [1]. 
*** Start of Change ***
6.2.2
Solution details

It is assumed that the secure communication channel setup and initial trust between NF and CA/RA is solved by the solution for Key Issue 2, so the solution of Key Issue 2 need also be taken into account as a complete solution for Key Issue 1. 

Transport of CMP messages between end entities (network elements) and CA/RA uses HTTP-based protocol as specified in IETF RFC 6712 [9].

The NF entities use CMP protocol or out-of-band procedures to register at the CA/RA.

The NF entities use CMP protocol to initiate the certificate request to the CA/RA, and receive the certificate from the CA/RA in a secure and automated procedure.

The NF entities use CMP protocol to update the key and certificate to the CA/RA, and receive the renewed certificate from the CA/RA before the certificate expires in a secure and automated procedure.
The same requirements of the CMPv2 Profiling as specified in TS 33.310 clause 9.5 [3] apply to CMP profiling for SBA (i.e., CMP usage end-to-end between SBA NF and RA/CA), except for the following Vendor CA related requirements:
-
The base station shall be pre-provisioned with a private/public key pair (vendor key pair) and with the related vendor base station certificate signed by a vendor CA.

-
If there is a certificate chain from the base station certificate up to the vendor root CA, also the intermediate certificates shall be pre-provisioned to the base station.

-
The base station may be pre-provisioned with the operator root CA certificate.

-
If the base station is not pre-provisioned with the operator root CA certificate, then the base station shall take the operator root certificate from the certificates received in the initialization response. The selection shall be based on checking which root certificate can be used to validate the received base station certificate.

-
The RA/CA shall authenticate initialization requests based on signatures which are validated against the vendor root CA.

-
The RA/CA shall be configured with the root certificate of the vendor.
-
If the poposkInput field of type POPOSigningKeyInput within POPOSigningKey field is used, the sender field within POPOSigningKeyInput shall be mandatory and shall contain the identity of the base station as given by the vendor of the base station and contained in the vendor-provided base station certificate.

NOTE 3:
According to IETF RFC 4211 [19], the sender field of POPOSigningKeyInput is used only if an authenticated identity has been established by the sender. The present document assumes that the sender (i.e. base station) has a valid pre-provisioned vendor-signed certificate and therefore the sender’s identity is considered authenticated and established.

The PKIMessage sent by the base station shall be signed by the vendor provided private key.

-
The extraCerts field of the PKIMessage carrying the initialization request shall be mandatory and shall contain the base station certificate provided by the vendor. If the base station certificate is not signed by the vendor root CA, also the intermediate certificates for the chain up to the vendor root certificate shall be included in the extraCerts field.
NOTE 1: The Vendor CA related requirements are not applicable to SBA, since SBA NFs are deployed in a virtualized environment, and the initial trust cannot be built on Vendor CA based solution. The new solution and requirements related to initial trust between SBA NF and RA/CA is expected to be solved by the solution of Key Issue #2 Security protection of NF certificate enrolment.
NOTE 2: The CA/RA can be:

-
either a stand-alone CA implementing a CMP server, 

-
or, a CA having delegated certain tasks to an RA, which is in this solution operating the CMP server.

Editor's note:
Provision of certain parameters to the NF for CSR generation is FFS.
Editor's note: Trust anchor provisioning using CMP messages (e.g., using ExtraCerts or caPubs field) is FFS.
*** End of Change ***
