3GPP TSG-SA3 Meeting #108-AdHoc 	S3-222741
e-meeting, 10th October – 14th October 2022

Source:	Intel
Title:	Update Security Requirements to Key issue 1 
Document for:	Approval
Agenda Item:	5.14
1	Decision/action requested
This pCR adds security requirements key issue #1 to TR 33.877.
2	References
3	Rationale
The UE-specific info collected from UE itself, serving NG-RAN node and neighbour NG-RAN node, shall be correlated to provide a whole picture of one UE, e.g., mobility history (including cells it resided, how long it stayed in the cells, if HO failure/RLF happens in those cells, etc.), traffic info, and so on. Also, the NG-RAN node uses C-RNTI and Cell ID to identify the UE in the data from the NG-RAN node to OAM. NG-RAN node UE XnAP ID may also be provided along with C-RNTI and Cell ID to correlate the UE info from different NG-RAN nodes.  
However, SA3 sees a UE privacy issue related to UE tracking due to exposure of UE identifier during ML models storge, training, and inference. To protect UE from tracking, we need to ensure that the existing identities (Cell ID, C-RNTI, NG-RAN node UE XnAP ID) are secure enough to protect UE from being tracked.
4	Detailed proposal
SA3 is kindly requested to agree on the pCR below to TR 33.877

*****Start of Changes*****
[bookmark: _Toc112673590]5.1	Key Issue #1: User Privacy of the RAN AI/ML framework 
[bookmark: _Toc112673591]5.1.1	Key issue details
The RAN AI/ML framework studied in TR 37.817 [2] and specified in RAN specifications (e.g., TS 38.423 [3]) includes several network entities exchanging AI/ML related information for the purposes of data collection, data inference, output, and feedback. These network entities are UEs, RAN nodes and potentially OAM nodes depending on the architectureDepending on the architecture, these network entities are UEs, RAN nodes and potentially OAM nodes. The RAN AI/ML framework specifies three use cases, namely Network Energy Saving, Load Balancing and Mobility Optimization: Network Energy Saving, Load Balancing, and Mobility Optimization, for which the UEs and RAN nodes provide input and inference data, and the RAN AI/ML framework on RAN and potentially OAM nodes provides output and feedback data to relevant nodes. 
An OAM and /or NG-RAN node may train a model or perform inference using UE related information acquired by the RAN node (e.g., UE location information and UE trajectory prediction), and the information obtained from neighbouring RAN nodes (e.g., UE mobility history information). 
[bookmark: _Toc112673592]5.1.2	Security threats
The source, inferred, output and feedback data used for RAN AI/ML use cases can contain UE related information such as UE location information, UE trajectory predictions, etc. which may compromise user privacy. 
[bookmark: _Toc112673593]5.1.3	Potential security requirements
Entity performing AI/ML model training/inference shall remove the UE’s sensitive information from the original data before input to the AI/ML model training/inference. TBD
*****End of Changes*****

