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1
Decision/action requested

It is requested to discuss the discussion paper on KAF refresh without primary reauthentication
2
References

[X] 
3GPP TR 33.737 " Study on Authentication and Key Management for Applications (AKMA) phase 2". 

3
Rationale
 As per the newly approved SID of AKMA (SP-220991), the following objective 3 is approved
3: The feasibility of supporting AKMA KAF refresh without triggering a primary authentication,

- Investigate the use cases and need for KAF refresh procedures and afterwards investigate the architecture impacts and procedures of KAF refresh in AKMA 
So here we are providing the justification for KAF refresh needed without running primary authentication.
4
Detailed proposal

Ua* may not support Kaf refresh

Although AF may refresh the KAF via the Ua* protocol, not all Ua* protocols support KAF refresh. Therefore, if AF cannot refresh KAF via Ua*, there is a need to generate Kaf via 5GC. 

AF is allowed to request Kaf refresh via 5GCby running primary authentication:

A Home Network Trigger Authentication study is going on in SA3 where HN can trigger primary authentication. So one of the possible solutions for the AF is to refresh the KAF via running the primary authentication. However, it will has following challenges:

For example, a KAF is unique to the AF, so if KAF(x) expires at the AF(x), it should not affect the other AF(y) and their KAF(y). If KAF(x) expires and 5GC has to run the primary re-authentication, then it causes a change in all associated KAF (KAF(y), KAF(z) etc.) for that UE. Therefore, AFy and AFz also need to update the keys, causing unnecessary signalling overhead.
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As shown in the above figure, there are n AFs (AF1, AF2..AFn) and UE1 is having AKMA relationship with all n AFs. Then KAF1, KAF2... KAFn are available at UE1 and each AF also contains the corresponding KAF. Because UE started the interaction with different AFs at different time, therefore, each AF holds the different Kaf expiry. 

Now, if KAF1 has expired at AF1, AF1 requests 5GC to perform authentication. When primary reauthentication is performed, KAF1 will be refreshed, and UE will get the new A-KID. However, it will cause refresh of other KAF (KAF2... KAFn) ). 

Observation : upon expiry of KAF at the AF, if 5GC has to run a primary re-authentication, then 

· It may hamper the system's performance and cause unnecessary signalling overhead.

· External AF could influence re-generation key for other AFs involved with the same UE.

· As KAUSF is a root key, so all the child keys (key hierarchy) needs to be refreshed.

· It can be considered as DDoS from different AFs towards HN.

3
Conclusions and proposals
If Ua* does not support Kaf refresh, then 5GC should provide Kaf refresh without running primary authentication. Therefore, we are proposing the KI S3-222698 to study the feasible solutions.
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