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1
Decision/action requested

SA3 is kindly requested to approve the proposed changes to TR 33.809.
2
References

[1]
TR 33.809
3
Rationale

The proposed texts address the following EN in Clause 6.27.2.2.4, by descrbing how NR repeaters work and differ from MITM FBS attacks. 

Editor’s Note: how to handle NR repeater is FFS.
4
Detailed proposal

***
BEGIN OF 1st CHANGE
***

6.27.2.2.4 Limitations
--snipped --
To summarize, while it is theoretically possible to relay integrity protected system information, the security impact from the relay attack remains to be seen. We suggest this could be an active research area in the near future. Additional mitigation can be further introduced if needed, e.g.,  based on future research results. 

It is also worth noting there are legitimate devices that need to relay signals from legitimate cells, e.g., to expand network coverage. For example, RAN recently approved a new WID [10] on NR repeaters. NR repeaters simply relay signals without decoding them, thus they introduce negaligible transmission delays and do not require special treatment when SI is digitally signed. A MITM FBS is usually different in that it needs to decode and synchronize with legitimate cell, and often needs to modify a message (e.g., header and/or content) before relaying the message. Therefore, a MITM FBS attack introduces longer delays and may tamper with the message, allowing it to be detected. A physical layer MITM may be able to reply signals as fast as an NR repeater, but it also faces challenge in performing attacks which usually require decoding and modifying messges. 
    
***
END OF 1nd CHANGE
***

