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1
Decision/action requested

This contribution proposes to update the key issue of AKMA roaming.
2
References

 [1] 
TR33.737 v0.2.0
3
Rationale

There are two AKMA roaming scenarios in the TR33.737[1]. However, there may be a scenario in which the VPLMN does not support the AKMA, and the AF may also exist in the Data Network (internet). This contribution proposes to update the key issue about AKMA roaming.
4
Detailed proposal
********************Start of 1st Change******************

5.1
Key Issue #1: Support for AKMA roaming scenario  

5.1.1
Issue details
AKMA roaming scenarios depend on UE and AF locations. There are different scenarios for AKMA roaming that need to be addressed: 

Case 1: UE in VPLMN supporting AKMA and accessing the internal AF in HPLMN.

Case 2: UE is in VPLMN supporting AKMA and accessing the internal AF in VPLMN.
Case 3: UE in VPLMN not supporting AKMA and accessing the internal AF in HPLMN.
Case 4: UE is in VPLMN not supporting AKMA and accessing the internal AF in VPLMN.

Case 5: UE is in VPLMN supporting AKMA and accessing the external AF in Data Network (Internet). 
Case 6: UE is in VPLMN not supporting AKMA and accessing the external AF in Data Network (Internet).
The AKMA roaming solutions should comply with LI requirements. It’s required either the unencrypted traffic or the means (e.g. providing keys) for law enforcement to decrypt the traffic should be provided to VPLMN base on the local laws and regulations. The LI requirements for access to keys are only for encryption, and in the AKMA case applies when the Ua* protocol is encrypted. Regarding the means (e.g. providing keys) for VPLMN or law enforcement to decrypt the traffic, for Case 1 and Case 3, the encryption key (not necessarily the KAF unless KAF is used directly as the encryption key) and related information to decrypt the user traffic need to be provided from the AF to the VPLMN base on the laws and regulations of the HPLMN. For Case 5 and Case 6, only the keys and corresponding information which are known to HPLMN and used to establish the encryption key need be provided to VPLMN base on the laws and regulations of the HPLMN.
Editor’s Note: Further detailed LI requirements are FFS, according to the communication with SA3-LI.

5.1.2
Security Threats
N/A
5.1.3
Potential security requirements
The AKMA architecture shall support the above mentioned AKMA roaming cases.
AKMA service shall be made to comply with the LI requirements. 
********************End of 1st Change******************

