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1
Decision/action requested

This document proposes to add a new KI: Kaf refresh in AKMA. SA3 is kindly requested to approve this doc.
2
References

[1]
SP-220991

[2]
3GPP TR 33.737
3
Rationale

The revised SID on enhancement of AKMA (SP-220991) is approved in SA#97-e [1], so we propose to add a new KI on the Kaf refresh accordingly.
4
Detailed proposal

**** START OF CHANGE ****
5.X
Key issue #X: Security of KAF refresh procedure

5.X.1
Key issue details

In TS 33.535, the AKMA Application Keys Kaf shall use an explicit key lifetime based on the operator's policy. When an AAnF requests an Kaf for a new application session, the AAnF sends the Kaf lifetime as part of the procedure. However, the current specification does not specify the process to refresh the expired Kaf while Kakma is still active. As a result, same KAF will be generated repeatedly. 
Using the same application keys can significantly compromise security and increase risk in the event of a key leakage. In addition, the AF may reject UE’s access to the AF due to an expired Kaf and leads to service failure. 

The Ua* protocol may support Kaf refresh, but there is no guarantee that the protocol does support it. Triggering the primary authentication from the home network can update Kakma and Kaf, but it has imapcts on the entire key hierarchy and possibly multiple AFs.

So, this key issue is to study solutions and procedures for Kaf refresh without relying on the Ua* protocol that may not support Kaf refresh or triggering the full primary authentication
5.X.2
Security threats
If KAF expires but cannot be refreshed, using the same application keys can significantly compromise security and increase risk in the event of a key leakage.

If KAF expires but cannot be refreshed, the AF may reject UE’s access to the AF and leads to service failure.

5.X.3
Potential security requirement

Solutions and procedures for Kaf refresh should be studied in SA3 without relying on the Ua* protocol that may not support Kaf refresh or triggering the full primary authentication.
**** END OF CHANGE ****
