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1
Decision/action requested

Approve the changes in clause 4 for inclusion in TR 33.894 [1].
2
References

[1]
3GPP TR 33.894 "Study on applicability of the Zero Trust Security principles in mobile networks"
[2]
NIST Special Publication 800-207 Zero Trust Architecture.

3
Rationale

This contribution proposes an evaluation of the first tenet of [2] related to the concept of resources.

4
Detailed proposal

It is proposed to approve the following solution for inclusion in TR 33.894 [1].

**** Start of Changes****

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[2]
NIST Special Publication 800-207 Zero Trust Architecture.
[a]
3GPP TS 23.501 "System architecture for the 5G System (5GS)"

[b]
3GPP TS 23.502 "Procedures for the 5G System (5GS)"
**** Next Changes****
5.Y
Tenet #Y: Resources

5.Y.1
Description

In tenet 1 of [2], it is expected that a zero trust architecture adheres to the principle that "all data sources and computing resources are considered resources". In an enterprise context, the scope of such tenet extends to cover more than just network assets, for example user devices. For the 5G Core, as described in TS 23.501 [a] and TS 23.502 [b], it is by definition a network of functions communicating over mainly service-based interfaces.
5.Y.2
Relevant security mechanisms

This tenet qualifies as rather a deployment guideline than a criteria to measure the security level in an enterprise network. Therefore, this clause is not applicable here. 
5.Y.3
Evaluation

Identifying resources, and hence what needs protection in an enterprise would be one of the most important steps in a zero trust plan. From this perspective, any 5G Core NF, though considered a logical entity in the specifications, qualifies as a resource once implemented and deployed in a network. This is because the specified logic of a 5G NF is essential for the proper functioning of the 5G System irrespective of whether it is a service producer or consumer in the SBA framework or how central role it is playing in the network (AMF, UPF, or UDM).

This approach to the 5G Core is also reflected in the specification work which constantly delivers new security requirements and mechanisms for any new NF or any new functionality in the 5G Core throughout the different releases. 

Therefore, based on this analysis, no further actions are required for this tenet besides the observation that any NF in the 5G Core qualifies as a resource and hence requires protection.

**** End of Changes****

