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1
Decision/action requested

It is proposed to approve the proposed solution for inclusion to the TR 33.741. 
2
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3
Rationale

The discussion paper [2] proposes that in a potential explicit HONTRA procedure the UDM should be the central point of a solution.  

Moreover, the solution also considers possible actions when the primary authentication procedure as requested by the UDM after registration cannot be initiated by the serving AMF (e.g. due to the UE not being reachable at that time).  
4
Detailed proposal

It is proposed to make the following changes to the TR 33.741 [1]. 
*** BEGIN CHANGES ***
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5.Y
Solution #Y: Home network triggered primary authentication controlled by the UDM
5.Y.1
Introduction
The solution proposes the UDM to be the central point of control for a potential Home Network triggered authentication (HONTRA). This solution describes potential directions for all the three use cases. 
5.Y.2
Solution details
5.Y.2.1
General

The three use cases investigated in this study (Interworking, SoR/UPU counter wrap-around, KAKMA refresh) are different with respect to whether the UE is being registered or whether the UE has already registered to 5GC. Therefore, there are two main architectural patterns which could be used for the application of HONTRA or equivalent procedure to solve a potential need for the 3 use cases. In the first pattern the UDM uses existing procedures to trigger primary authentication under UE registration while in the second pattern the UDM triggers a new procedure after the UE is already registered to the 5GC. 
5.Y.2.2
UDM triggered primary authentication during UE Registration

The procedure for UDM triggered primary authentication during UE Registration proposed in this solution is based on existing procedures already defined in TS 33.501 [3], TS 23.502 [2] and TS 29.503 [x]. 
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Figure 5.Y.2.2-1: UDM triggered primary authentication during UE Registration
0.
The Registration procedure as in TS 23.502 [2], clause 4.2.2.2.2, steps 1-13. 

1.
During UE registration in AMF, the AMF triggers Nudm_UECM_Registration service operation to register the UE in the UDM. 

2.
The UDM checks the authentication status and decides based on a HN primary authentication configuration to request a new primary authentication for the UE. Refer to TS 33.501 [3] clause 6.1.4.2 for more details regarding when UDM potentially takes this decision. The UDM marks the UE as requiring primary authentication. 
NOTE: 
A HN primary authentication configuration is a group of configuration options for authentication decisions. These may be per-UE or PLMN-wide, the design is left to implementation and could indicate for example when a UE should be authenticated, the use case for re-authentication, etc. 
3.
Based on the HN primary authentication configuration the UDM decides to reject the Nudm_UECM_Registration service operation with a REAUTHENTICATION_REQUIRED error as defined in TS 29.503 [x]. 
4.
The AMF then initiates the primary authentication procedure as defined in TS 33.501 [3], clause 6.1.2. The primary authentication is executed according to TS 33.501 [3], clauses 6.1.3 and 6.1.4. The primary authentication is successful. 

5.
Upon successful primary authentication, the UDM clears the mark that the UE requires authentication. 

6.
The AMF repeats the Nudm_UECM_Registration service operation to register the UE in the UDM. 

7.
The UDM checks the authentication status and now decides that the AMF registration can be accepted. 

8.
The UDM accepts the AMF Registration.
9.
The Registration procedure as in TS 23.502 [2], clause 4.2.2.2.2, steps 14b-25.   

See clause 5.Y.2.4.1 for more details on how this procedure can be applied to cover the interworking use case.  
5.Y.2.3
UDM triggered primary authentication after UE Registration

The procedure for UDM triggered primary authentication after UE Registration proposed in this solution is depicted in the following figure. 
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Figure 5.Y.2.3-1: UDM Triggered primary authentication after UE Registration
1.
The UE is registered in the 5GC via an AMF. The AMF has registered the UE in UDM. The AMF potentially has authenticated the UE or has reused an authentication context from another AMF (or MME). The UDM keeps a time stamp of the latest UE authentication in 5GC (refer to TS 33.501 [3] clause 6.1.4).  
2.
The UDM decides that the UE needs to be authenticated according to the HN primary authentication configuration. It marks that the UE needs to be authenticated and takes the action to request a new primary authentication procedure for the UE towards the AMF. The reasons for the UDM deciding that the UE needs to be authenticated can be different: 

a)
The UDM is required to initiate a SoR/UPU procedure for the UE, but it detects that the corresponding Counters have wrapped-up or are about to wrap-up. See clause 5.Y.2.4.2 for more details on how this procedure can be applied to cover the SoR/UPU wrap-up use case.  

b)
The UDM enforces a Home Network primary authentication configuration to refresh primary authentication over a given access type after a selected period of time and that time (based on the time stamp of latest authentication kept in UDM) has expired for the UE. See clause 5.Y.2.4.3 for more details on how this procedure can be applied to cover the KAF refresh use case.  

UDM marks the HN primary authentication configuration as the UE requiring primary authentication. 
3.
Unless the UE is already engaged in a primary authentication procedure already, UDM requests the AMF to trigger a primary authentication procedure for the UE by sending a re-authentication notification to the AMF. 

If multiple AMFs are registered in UDM, the UDM selects and notifies one AMF first and if primary authentication fails, UDM potentially also notifies the other AMF based on local policies.  


This solution proposes that the new service operation is modelled as a notification operation within the set of services offered by UDM; i.e. a Nudm service operation. 

NOTE: 
Which is the most appropriate alternative to model the re-authentication notification can be agreed with CT4 during normative phase.

4.
. Before acknowledging the ReAuthentication notification, the AMF first checks if the UE can be contacted to execute the requested primary authentication procedure. After receiving the notification from the UDM in Step 3 the AMF decides based on its own policy and potentially the received Home Network authentication configuration when to initiate primary authentication and when to contact the UE or wait for the UE to contact the AMF.
Editor's Note: Whether the AMF pages the UE or waits for a UE to contact the AMF, is FFS. 
5.
The AMF replies to the ReAuthentication Notification either with a successful response including the status information (if the UE is reachable or not). 

6.
 If the UE is reachable, the AMF then initiates the primary authentication procedure as defined in TS 33.501 [3], clause 6.1.2. The primary authentication is executed according to TS 33.501 [3], clause 6.1.3 and 6.1.4. The primary authentication is successful. 


Otherwise, if the UE cannot be reached, the AMF marks the UE as requiring authentication, potentially stores this information in the UE security context and: 

-
Upon next UE contact in the same AMF, the AMF then triggers the primary authentication procedure potentially after consulting the information stored in the UE security context if the UE requires re-authentication. 

-
Upon UE registration in UDM via a different AMF, if the new AMF does not authenticate the UE prior to the AMF registration, the UDM then rejects the AMF registration with a Re-Authentication Required error as described in clause 5.Y.2.2. If the new AMF is able to retrieve the UE security context from the old AMF, the security context potentially includes an indication that the UE needs to be authenticated (this indication was based on the old AMF actions), or a specific event information. The new AMF potentially acts on this information and initiates primary authentication. Otherwise, the new AMF registration to the UDM will trigger the UDM to act and initiate authentication as described in clause 5.Y.2.2.  
7.
After the primary authentication is successfully completed, the UDM clears the mark that UE requires primary authentication in the HN primary authentication configuration. 

8.
The UDM potentially executes other procedures (e.g. SoR/UPU) depending on the reason that motivated the UDM triggered reauthentication procedure in step 2. 

5.Y.2.4
Applicability of the UDM triggered primary authentication procedures to the Use Cases. 

5.Y.2.4.1
 
Interworking use case

The UDM triggered primary authentication procedure during registration as described in clause 5.Y.2.2 can be used by the Home Network to initiate primary authentication during the interworking use case. 
It can be observed that interworking mobility from EPS to 5GS could result from a handover. However, a registration procedure is executed as the last steps of a handover procedure so the procedure in 5.Y.2.2 is applicable for the handover case.
This solution makes use of existing proposed procedures in TS 33.501[3], clause 6.1.4.2, and potentially no normative work is required to support this use case. 

NOTE:
Solution #1 (clause 5.1.2.2) and Solution #3 proposes same solution for the interworking use case as proposed here too. 
5.Y.2.4.2
 
SoR/UPU wrap around use case

The UDM triggered primary authentication procedure after registration as described in clause 5.Y.2.3 can be used by the Home Network to initiate primary authentication during the SoR/UPU wrap around use case. 

The UDM can detect that the SoR/UPU Counters has wrapped-up or are about to wrap-up during the execution of the corresponding services in AUSF. The UDM receives the value of the Counters from AUSF so UDM can detect when the Counter are about to wrap up. Ultimately, the AUSF provides a Counter wrap up error to UDM when the counters wrap up. Based on the HN primary authentication configuration, the UDM can then request the AMF to trigger a primary authentication procedure for the UE.

After the primary authentication is successfully completed, the UDM can trigger the SoR/UPU procedure if needed.

If the primary authentication cannot be initiated by the AMF after being requested by the UDM (e.g. in case the UE is not reachable at that time), the UDM is informed by the AMF in the result of the reauthentication notification. In this case, the UDM marks the UE as requiring re-authentication in the HN primary authentication configuration and suspends the SoR/UPU service for the UE until the UE is authenticated again. 
5.Y.2.4.3


Home Network triggered primary authentication for KAF refresh

If there is a need to address the KAF refresh use case, the UDM triggered primary authentication procedure after registration as described in clause 5.Y.2.3 can be used to ensure that there is fresh KAUSF/ KAKMA key available in the Home Network for the KAF refresh use case. This could be achieved in several ways for example the UDM decides based on the HN primary authentication configuration whether to perform a primary authentication for KAF refresh or the UDM providing the HN primary authentication configuration to the AAnF; the AAnF can then decide how to proceed. 
NOTE:
The need to for KAF refresh based on HONTRA is dependent on the outcome of the AKMA study. 

5.Y.3
Evaluation

*** END CHANGES ***
UE
AMF
AUSF
UDM
2. UDM checks UE authentication status and decides to request a new primary authentication for the UE. 
UDM marks the UE as requiring authentication.
3. Nudm_UECM_Registration Response 
(403 Re-authentication_Required)
4. AMF initiates and executes primary authentication TS 33.501 clauses 6.1.2, 6.1.3 and 6.1.4. Authentication is successful
1. Nudm_UECM_Registration Request (SUPI)
7. UDM checks UE authentication status and accepts UE registration.
8. Nudm_UECM_Registration Response 
(200 OK)
6. Nudm_UECM_Registration Request (SUPI)
0. TS 23.502, 4.2.2.2.2 (General Registration), steps 1-13
9. TS 23.502, 4.2.2.2.2 (General Registration), steps 14b-25
5. UDM clears the mark that the UE requires authentication.



UE
AMF
AUSF
UDM
2. UDM decides to request a new primary authentication for the UE.
UDM marks the UE as requiring authentication
3. Nudm_ReAuthentication Notification Request (SUPI)
6. AMF initiates primary authentication TS 33.501 Clause 6.1.2/6.1.3 Authentication is successful
6a. AMF marks the UE as requiring re-authentication
1. UE is registered in 5GC via AMF.
5. Nudm_ReAuthentication Notification Resp
(200 OK, “Status: UE reachable”)
4. AMF contacts UE

8. Depending on reason to trigger primary authentication in step 2, UDM may initiate other procedures (e.g. SoR/UPU).

7. UDM clears mark that UE requires authentication
UE is reachable
UE is not reachable
6b. AMF initiates primary authentication at next UE contact in same AMF
6b. UDM executes request of primary authentication during registration procedure if UE registers from a different AMF (see clause 5.Y.2.2).

5. Nudm_ReAuthentication Notification Resp
(200 OK, “Status: UE unreachable” )



