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1
Decision/action requested

This contribution clarifies the applicability of SUPI Type IMSI in Key Issue #1 .
2
References

[1]
draft TR 33.870 V0.3.0 (S3-221696) 
3
Rationale

This contribution clarifies that the Key Issue #1 in [1] is not applicable to SUPIs of type IMSI.
4
Detailed proposal

It is proposed that SA3 approve the below pCR to draft TR 33.870 [1].
**** START OF CHANGES ****
5.1
Key issue #1: Privacy aspects of variable length user identifiers
5.1.1
Key issue details

Some networks may decide to allow user identifiers with variable length, e.g. in case SUPI of type NAI. If an attacker can learn something about the length, this will reduce the size of the anonymity set.
NOTE: This key issue is not applicable to 5GS deployments that use SUPI of type IMSI (as IMSIs are of fixed length).
The length can become visible to an attacker in case a length preserving encryption scheme is being used for identifier concealment.

Editor's Note: Usage scenarios of variable length user identifiers in 5GS deployments is FFS

5.1.2
Security threats 

An attacker on the air interface can identify and track subscribers with unusual lengths of the username field of variable-length SUPI in NAI format even if its confidentiality protected (e.g., relatively short or long SUPIs). 

Note: NAIs can be used for any EAP method.

If such an unusual length of the username field is unique to a single subscriber, an adversary may be able to uniquely attribute to that subscriber.

If there is a group of subscribers with unusual lengths of username fields in their SUPIs, the attacker may be able to infer the membership of those subscribers in such group.

Editor's Note: Further threats are FFS

5.1.3
Potential security requirements

 The 5G system should protect against anonymity set reduction based on identifier length.
Editor's Note: Further requirements are FFS

**** END OF CHANGES ****

