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1
Decision/action requested

This pCR adds a key issue to TR 33.894.
2
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3
Rationale

The core principle of Zero Trust [2] includes continuous trust status validation as a core aspect of the key tenets (i.e., monitoring the state (such as security posture, subject analytics, identified attacks, behaviour, threat assessment etc.,), setting access control policies, and implementing real-time verification) and minimizing impacts if any security breach occurs due to external factors or by an insider. Zero trust is a cybersecurity paradigm focused on resource and service protection with continuous trust evaluation. Currently, 5GS does not support continuous trust evaluation of the NFs involved in the core network. Therefore, this pCR proposes a key issue, 'that describes the need for continuous security monitoring and trust evaluation in the 5G core' for the TR 33.894 related to the approved SID [1].
4
Detailed proposal

SA3 is kindly requested to agree on the pCR below to TR 33.894
*****Start of Change 1*****
6.X
Key Issue #1: Need for continuous security monitoring 
6.X.1
Key issue details

The 5G system includes heterogeneous and varied network functions (NF) deployments, where the current security mechanisms determine service access among NFs by authentication (i.e., identifier and credentials based) and authorization. If any NF runs into errors (e.g., due to configuration issues) or behaves maliciously (e.g., due to insider threats/privilege misuse or cyber-attacks), then such NF behaviour information or related threat assessments will not be considered in the current security mechanisms (e.g., for any service access). Some of the zero trust tenets [2] (i.e, tenets 5,7) provides motivation that resource access (i.e., access control to network services) can be evaluated while also taking into account the dynamic policy(ies) that are defined and enforced related to security monitoring (i.e., threat assessments) and continuous trust evaluation, for example., according to [2] evaluation factor(s) may include observable state of the requestor, characteristics, behavioural attributes (e.g., subject analytics, measured deviations from the observed usage patterns), environmental attributes (location, time, reported attacks), security posture etc.

To achieve zero trust, the operator network (as in tenet 7) must gather as much data as possible about the state of the network function/application function, such as security posture, access request(s), communication, etc., process that data, and use any insights gained to improve policy creation and enforcement (e.g., to improve security posture).  

No specification in 5GS guides continuous security monitoring and trust evaluation while considering the historical statistics, malicious behaviours, security posture, and risk factors. As a result, the solutions addressing this key issue can identify various NF/AF relevant factors for data collection to enable security monitoring and continual trust evaluation. Furthermore, findings of the security monitoring and continuous trust evaluation results (i.e., insights) may be used in the core network to propose and implement necessary security controls depending on the Operator's policies. The solution(s), where relevant, can consider the work being carried out in TR 33.738 [3] (e.g., anomalous NF behaviour detection, cyber-attack detection etc.,) to enable continuous security monitoring and trust evaluation accordingly.
Editor’s Note: Key Issue details is FFS.
6.X.2
Security threats

If any NF is compromised or behaving maliciously in the core network, in that case, a lack of continuous security monitoring and trust evaluation will allow the NF to remain in the network and involve in various network services, which may lead to a service failure, data loss/theft, or lateral movement of the attack.
Editor’s Note: Security threat is FFS.

6.X.3
Potential security requirements






Editor’s Note: The security requirement is FFS.

*****End of Change 1*****
*****Start of Change 2*****
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