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1
Decision/action requested

SA3 is asked to approve this addition to TR 33.894
2
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3
Rationale

This submission contains a gap analysis comparing the NIST zero trust tenets to current 3GPP security mechanisms for the 5G Core. For this analysis, some thought was put into how the tenets specifically apply to a 5G Core since the NIST Special Publication 800-207 Zero Trust Architecture utilizes a user-to-enterprise example for applying the zero trust tenets. Further it is worth noting that, according to [2], ‘The tenets attempt to be technology agnostic.’.
4
Detailed proposal

***
BEGINNING OF 1st CHANGE   ***

5.Y
Tenet #4: Resource access 

5.Y.1
Description 

According to tenet 4 of [2], a zero trust architecture has to adhere to the principle that "Access to resources is determined by dynamic policy—including the observable state of client identity, application/service, and the requesting asset—and may include other behavioral and environmental attributes". 
Editor's Note: Description is FFS




5.Y.2
Relevant security mechanisms 


TBD
5.Y.3
Evaluation 





TBD
***
END OF 1st CHANGE   ***













***
END OF 2nd  CHANGE   ***s
�Alternative


�OTOH if we consider user access through the UE, one can mention that this already covered by the primary authentication, NAS security, policy enforcement by PCF or UDM during PDU session establishement as well. Not sure what would be the best way forward because UE is out of scope.





