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Decision/action requested

It is requested to approve this proposal
2
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Rationale

This contribution proposes to resolve the EN under solution #2 which refers to CMP profiling for SBA:
Editor's note:
CMP profiling for SBA is FFS. 

The solution proposes a CMPv2 profiling for SBA. 
4
Detailed proposal

************ START OF CHANGES ************
6.2
Solution #2: Using CMP protocol for certificate enrolment and renewal
6.2.1
Introduction

This solution addresses Key Issue 1: Single certificate management protocol and procedures.

It is beneficial to have a single certificate management protocol and procedures for the certificate enrolment and renewal, to avoid manual certificate management which may lead to missing refreshment of certificates and usage of expired certificates.

CMP family is a good candidate to support automatic certificate enrolment and renewal procedure. CMP provides built-in integrity protection and authentication. CMP also provides revocation support with the operation of Revocation Request/Response, Revocation Announcement and CRL Announcement [10]. 

The CMP is a very solid and capable protocol, but the protocol offers a too large set of features and options which means implementation of all options is not realistic because this would take undue effort. And many details of the CMP protocol have been left open or have not been specified in full preciseness which increases burden on interoperability. Furthermore, automated scenarios for a machine-to-machine communication are not covered sufficiently. CMP is under update to overcome some limitations [11]. Also, 3GPP can specify a profile of CMP that specifies clearly which options and features of CMP are used and how they are used.

6.2.2
Solution details

It is assumed that the secure communication channel setup and initial trust between NF and CA/RA is solved by the solution for Key Issue 2, so the solution of Key Issue 2 need also be taken into account as a complete solution for Key Issue 1. 

Transport of CMP messages between end entities (network elements) and CA/RA uses HTTP-based protocol as specified in IETF RFC 6712 [9].

The NF entities use CMP protocol or out-of-band procedures to register at the CA/RA.

The NF entities use CMP protocol to initiate the certificate request to the CA/RA, and receive the certificate from the CA/RA in a secure and automated procedure.

The NF entities use CMP protocol to update the key and certificate to the CA/RA, and receive the renewed certificate from the CA/RA before the certificate expires in a secure and automated procedure.
NOTE: The CA/RA can be:

-
either a stand-alone CA implementing a CMP server, 

-
or, a CA having delegated certain tasks to an RA, which is in this solution operating the CMP server.

Editor's note:
Provision of certain parameters to the NF for CSR generation is FFS. 
6.2.2.1
CMPv2 Profiling for SBA
The following CMPv2 procedures are in the scope of certificate management for SBA:

· Certificate Enrolment:

· Certificate request: “CMPv2 Initialization Request” (for initial certificate requests) “CMPv2 Certification Request” (for subsequent certificate requests)

· Certificate Renewal:

· Key updates: “CMPv2 Key Update Request”
6.2.2.1.1
General Requirements
The following requirements applies to CMPv2 usage in Service Based Architecture:

-
This CMPv2 profile only includes certificate request and key update functions. Revocation processing, Cross-Certification and PKCS#10 requests are not part of this CMPv2 profile.

-
For PKI Message integrity protection, this CMP profile uses asymmetric algorithms, or alternatively use shared secret information established via out-of-band means as defined in RFC 4210 [i].

-
The NF as End Entity (EE) may be pre-provisioned with the operator root CA certificate.


-
If the NF is not pre-provisioned with the operator root CA certificate, then the NF takes the operator root certificate from the certificates received in the initialization response. The selection is based on checking which root certificate can be used to validate the received NF certificate.

NOTE 1:
Certificate renewal for operator root certificates is not in scope of this clause. Thus, it is assumed that the NF always has a valid operator root certificate available for validation of key update responses.

-
The RA/CA supports the authentication of initialization requests (ir) based on the verification of out-of-band distributed Initial Authentication Key (IAK) and reference value (mandatory scheme in RFC 4210). 

Editor’s note: Initial certificate enrolment aspects are expected to be solved by solutions proposed to tackle specifically KI #2. Thus, other authentication mechanisms to be used for initialization requests are subject to the conclusions to be agreed for KI#2.     
-
The RA/CA authenticates key update requests based on signatures which are validated against the operator root CA.

-
The RA/CA is configured with the root certificate of the operator. 
-
The RA/CA is configured with a RA/CA certificate which is signed either by the operator root CA or by an intermediate CA under the operator root CA.

-
If the RA/CA uses different private keys to sign the generated certificates and the CMPv2 messages, the RA/CA is configured with the two related certificates, i.e., the RA/CA certificate for signing signatures and the RA/CA certificate for signing CMP messages.

-
If the RA/CA certificate or certificates (two in case separate private keys are used for signing of certificates and CMP messages) are not signed directly by the operator root CA, also the certificates of the intermediate CAs are configured into the RA/CA.

-
The hash algorithms used before generating signatures in the protection field of PKIMessage and for proof-of-possession are the same as the hash algorithms specified in subclause 6.1.1 of TS 33.310 [vi] for certificate signatures. The signature algorithms are the same as that used in the related certificate profile.

NOTE 2:
draft-ietf-lamps-cmp-algorithms-15 - Certificate Management Protocol (CMP) Algorithms [v] lists current cryptographic algorithms usable with CMP to offer an easier way maintaining the list of suitable algorithms over time.

The certificate profiles are specified in subclause 6.1.3c of TS 33.310 [vi].
NOTE 3:
These certificate profiles implicitly specify which algorithms are to be used for the different signatures for proof-of-possession and PKIMessage signing specified in the following subclauses.

NOTE 4:
Policies within RA/CA governing the generation and issuing of certificates are not in scope of the present document and left to operator decision.

6.2.2.1.2
Profile for PKIMessage

The following profile is applied to the PKIMessage as specified in IETF RFC 4210 [i]:

-
The support and usage of the optional protection field of type PKIProtection is required by this profile. The message-specific private key to be used in the NF is specified in the subclause 6.2.2.1.4 of TS 33.310 [vi] in the profiling of the single PKI message bodies for requests sent by the NF. For the RA/CA the RA/CA private key is used, or the separate RA/CA private key for signing CMP messages, if NF certificates and CMPv2 messages are signed by different private keys.

-
The support of the optional extraCerts field is required by this profile. The certificates within this field may be ordered in any order. The message-specific content of this field is specified in the subclause 6.2.2.1.4 of TS 33.310 [vi] in the profiling of the single PKI message bodies.

-
All CMPv2 messages used within this profile consist of exactly one PKIMessage, i.e., the size of the sequence for PKIMessages is 1 in all cases.

6.2.2.1.3
Profile for PKIHeader Field

The following profile is applied to the PKIHeader field as specified in IETF RFC 4210 [i]:

-
The sender field contains the identity of the NF as EE. This identity is identical to the subject name of the NF instance present in the certificate for the public key whose related private key is used to sign the PKIMessage.
-    The recipient field contains the identity of the RA/CA. 
NOTE:
The subject name of RA/CA needs to be available before the CMPv2 run. 

-
As the field “protection” of PKIMessage is mandatory, also the field “protectionAlg” of PKIHeader is mandatory. The protectionAlg is of type MSG_SIG_ALG. The signature algorithm is based upon the algorithm contained in the algorithm field of the SubjectPublicKeyInfo field of the signer’s certificate (belonging to the NF or the RA/CA). The hash algorithm used before signing the PKIMessage follows the same specification as given for usage before certificate signing in clause 6.1.1 of TS 33.310 [vi].

-
The usage of the transactionID field is mandatory. The recommended procedures for handling of the transactionID given in IETF RFC 4210 [i] are followed. The NF sets this field to a random number that is at least 8 bytes long for the first message and use the same random number in any subsequent message in the transaction.

-
The usage of the senderNonce and the recipNonce fields is mandatory. The length of the fields as recommended in IETF RFC 4210 [i] is used. The recipNonce in the very first message in the transaction is set to 0 by the sender and is disregarded by the recipient of the message.

6.2.2.1.4
Profile for the PKIBody Field

6.2.2.1.4.1
General

The NF Instance certificate enrolment supports the following CMPv2 PKI message bodies:

-
Initialization Request (ir)

-
Initialization Response (ip)

-
Certification Request (cr)

- 
Certification Response (cp)

-
Key Update Request (kur)

-
Key Update Response (kup)

-
Confirmation (pkiconf)

-
Certificate confirm (certconf)

Profiles for the single message bodies above are given in the subclauses below. If no specific profile is given, the provisions of IETF RFC 4210 [i] and IETF RFC 4211 [ii] apply.

6.2.2.1.4.2
Initialization Request
The Initialization Request as specified in IETF RFC 4210 [i] contains exactly one CertReqMessages as specified in IETF RFC 4210 [i] and IETF RFC 4211 [ii], i.e., the size of the sequence for CertReqMessages is 1 in all cases.

The following profile is applied to the CertReqMessage field and its sub-fields:

-
The subject field of the CertTemplate contains the nfInstanceID of the NF. 
-
The publicKey field of the CertTemplate is mandatory and contains the public key of the NF to be certified by the RA/CA. The private/public key pair may be pre-provisioned to the NF, or generated inside the NF, or generated by a certificate management NF acting on behalf of the NF, for the CMPv2 protocol run. The format of this field follows IETF RFC 5280 [iii].
-
The CertReqMessage contains a POP field of type ProofOfPossession. The POP field contains a signature field of type POPOSigningKey. The algorithmIdentifier field of the POPOSigningKey field contains the signing algorithm which is used by the NF to produce the Proof-of-Possession value, i.e., the signature within POPOSigningKey field.

-
If the poposkInput field of type POPOSigningKeyInput within POPOSigningKey field is used, the sender field within POPOSigningKeyInput is mandatory and contains the identity of the NF Instance (“nfInstanceID”).
NOTE 1:
According to IETF RFC 4211 [19], the poposkInput field is mandatory if either the subject field or the publicKey field of the CertTemplate field is omitted.
NOTE 2:
According to IETF RFC 4211 [ii], the sender field of POPOSigningKeyInput is used only if an authenticated identity has been established by the sender. 

Editor’s note: Initial authentication mechanisms to be used are subject to KI#2 conclusions. 
The PKIMessage sent by the NF is signed by the generated or provided private key.


6.2.2.1.4.3
Initialization Response

The Initialization Response as specified in RFC 4210 [i] contains exactly one generated NF certificate, i.e., the size of the sequence for CertResponse is 1 in all cases.

The following profile is applied to the CertRepMessage field and its sub-fields:

-
The generated certificate is transferred to the NF in the certifiedKeyPair field of the CertResponse field. The transfer is not required to be encrypted (i.e., the certificate field in CertorEncCert is mandatory).

The extraCerts field of the PKIMessage carrying the initialization response is mandatory and contains the operator root certificate (or ‘full chain’ if NF contacted to SubCA using CMPv2) and the RA/CA certificate (or certificates if separate private keys are used for signing of certificates and CMP messages). If the RA/CA certificate(s) are not signed by the operator root CA, also the intermediate certificates for the chain(s) up to the operator root certificate is included in the extraCerts field.
Editor’s note: Whether using ExtraCerts or caPubs or both fields to contain the NF certificates chain and CMP message signing certificate chain is FFS.
6.2.2.1.4.4
Certification request and Certification Response

The Certification Request (cr) and Certification Response (cp) messages as specified in RFC 4210 [i] and RFC 4211 [i] are intended to be used when additional certificates with specific purpose are required by the NF.

Editor’s note: Specific profile of cr and cp messages is ffs. 
6.2.2.1.4.5
Key Update Request and Key Update Response

The structure and content of these messages is identical to initialization requests and responses, thus the profiling given in the previous subclauses for Initialization Request and Initialization Response apply equally, with the following exceptions:

-
The PKIMessage sent by the NF is signed with the private key which is related to the last received operator provided NF certificate. The extraCertsField is mandatory and contains the NF certificate related to the private key used for signing the PKIMessage. Any intermediate CA certificates is also included, if the NF certificate is not signed directly by a root CA.

-
The PKIMessage carrying the key update response does not contain the operator root certificate in the extraCerts field.

6.2.2.1.4.6
Certificate Confirm Request and Confirmation Response
Initialization responses and key update responses are always followed by a Certificate Confirm request and Confirmation response message exchange.

The PKIMessage sent by the NF is signed by the same private key which was used in the preceding initialization request or key update request.

The extraCerts field of the PKIMessage carrying the Certificate Confirm request and Confirmation response is omitted.
6.2.2.2
CMPv2 Transport
Transport of CMPv2 messages between end entities (network elements) and RA/CA is done using HTTP-based protocol as specified in IETF RFC 6712 [iv], with the exception that support for TLS is not mandated.

Support is mandatory for communication initiated by the end entities where every CMP request triggers a CMP response message from the CA or RA. Support for RA/CA initiated HTTP requests (i.e., announcements) is not mandatory.

NOTE:
CMP provides built-in integrity protection and authentication. For optional usage of HTTP over TLS (HTTPS) according to RFC 9110 or virtual private networks see IETF RFC 6712 [iv].

NOTE: Further details on the CMPv2 profiling will be addressed during normative work. 

6.2.3
Evaluation

TBD

