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1
Decision/action requested

This contribution proposes to add a new solution in the FS_5G_ProSe_Ph2 study TR 33.740
2
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3
Rationale
This contribution proposes a solution for UE-to-UE Relay (model B) discovery security that aims to address the key issue #1 in TR 33.740 [1]. 
4
Detailed proposal

*************** Start of the Change ****************

6. Y
Solution #Y: Solution for U2U Relay (model B) discovery security
6.Y.1
Introduction

This solution addresses Key Issue #1 (as defined in clause 5.1). 

In this solution, during UE-to-UE Relay model B discovery, the Discovery message sent and received between the Source/Target UE and the UE-to-UE Relay can be protected by using the Code Security Parameters associated with the RSC, which is obtained from the 5G DDNMF of the UE-to-UE Relay pointed by the UE-to-UE Relay RPAUID, and the RSC can carry the ProSe Application information or associate with the ProSe Application information. 
6.Y.2
Solution details

6.Y.2.2
 5G ProSe UE-to-UE Relay Discovery Model B over Control Plane
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 Figure 6.X.X: Security procedure for UE-to-UE Relay discovery with Model B
NOTE 1: Figure  shows the security procedure of the non-roaming for 5G ProSe UE-to-UE Relay discovery. In this figure, the source UE and the target UE and UE-to-UE Relay are in HPLMN.

Editor’s Note: Solution details will be studied based on SA2’s conclusion about the KI#1 TR23.700-33.
Steps 1-3 refer to the security procedure of the UE-to-UE Relay.

1.  The UE-to-UE Relay sends a Relay Discovery Key Request message containing the RPAUID and RSC to the 5G DDNMF in order to get associated security materials. In addition, the  UE-to-UE Relay shall include its PC5 UE security capability that contains the list of supported ciphering algorithms by the UE in the Relay Discovery Key Request message.

2. The 5G DDNMF may check for the U2U relay authorization with the ProSe Application Server。
3. The 5G DDNMF of the UE-to-UE Relay returns Code Security Parameters along with CURRENT_TIME and MAX_OFFSET parameters and the chosen PC5 ciphering algorithm. The UE-to-UE Relay takes the same actions with CURRENT_TIME and MAX_OFFSET as described for the Announcing UE in step 4 of clause 6.1.3.1 of  the TS 33.503. The Code Security Parameters are stored with the RSC, which provides the necessary information for the UE-to-UE relay. The 5G DDNMF  of the UE-toUE Relay shall include the chosen PC5 ciphering algorithm in the Relay Discovery Key Response message. The 5G DDNMF determines the chosen PC5 ciphering algorithm based on the RSC and the received PC5 UE security capability in step 1. The UE-to-UE Relay stores the chosen PC5 ciphering algorithm together with the RSC.

NOTE 2: In this Solution, Code Security Parameters include Code-Sending Security Parameters and Code-Receiving Security Parameters.
Steps 4-9 refer to the security procedure of the Source UE and the Target UE.

4. The Source UE/Target UE sends a Relay Discovery Key Request message containing the RPAUID, RSC, and its PC5 UE security capability to 5G DDNMF of the Source UE/Target UE  in order to be allowed to discover one or more UE-to-UE Relay.

5. The 5G DDNMF of the Source UE/Target UE sends an authorization request to the ProSe Application Server. The ProSe Application Server checks the authorization of the Source UE/Target UE based on the RPAUID and RSC. If the RPAUID is allowed to discover at least one of the UE-to-UE Relay RPAUIDs contained in the Application Level Container, the ProSe Application Server returns an authorization response.
6. If the authorization request of step 5 passed and the PLMN ID in the RPAUID of the UE-to-UE Relay indicates a different PLMN, the 5G DDNMF of the Source UE/Target UE sends a Discovery Request message to the 5G DDNMF of the relay UE, which includes the PC5 UE security capability received in step 4.
7. The 5G DDNMF of the UE-to-UE Relay exchanges authorization messages with the ProSe Application Server, which can check whether the Source UE/Target UE is authorized to perform U2U discovery under this specific U2U relay service.

8. If the PC5 UE security capability in step 4 includes the chosen PC5 ciphering algorithm, the 5G DDNMF of the UE-to-UE Relay responds to the 5G DDNMF of the Source UE/Target UE with the corresponding Code Security Parameters and the discovery response message of  the chosen PC5 ciphering algorithm. The Code Security Parameters provides the information required by the Source UE/Target UE to revoke the protection applied by the UE-to-UE Relay. The 5G DDNMF of the Source UE/Target UE stores the Code Security Parameters together with the RSC.

9. The 5G DDNMF of the Source UE/Target UE returns the Code Security Parameters along with the CURRENT_TIME, MAX_OFFSET parameters and the chosen PC5 ciphering algorithm. The the Source UE/Target UE takes the same actions for CURRENT_TIME and MAX_OFFSET as described in step 9 of clause 6.1.3.1 of the current TS 33.503 for monitor UE. The Source UE/Target UE stores the Code Security Parameters together with the RSC.
10. The Source UE broadcasts the Discovery Solicitation message  and protects it by using the corresponding Code Security Parameters. The Discovery Solicitation message may contain the Type of Discovery Message , RSC, Source UE Info  and Target UE Info.

11. The UE-to-UE Relay listens to a Discovery Solicitation message that satisfies the RSC if the UTC-based counter associated with that discovery slot is within the MAX_OFFSET of the UE-to-UE Relay's ProSe clock. On receiving the U2U Request message including the supported RSC, the UE-to-UE Relay process it by using the corresponding Code Security Parameters. If the integrity check/confidentiality check is passed, the UE-to-UE Relay adds the relay information in the Discovery Solicitation message and broadcasts the new Discovery Solicitation message, which is protected by the corresponding Code Security Parameters. The new Discovery Solicitation message may contain the Type of Discovery Message, UE-to-UE Relay Info , RSC, Relay indication , Source UE Info  and Target UE Info.

12. The Target UE listens to a Discovery Solicitation message that satisfies its RSC if the UTC-based counter associated with that discovery slot is within the MAX_OFFSET of the Target UE's ProSe clock. If the integrity check/ confidentiality check is passed, the Target UE responds to the Discovery Solicitation message via a response message.
13. The UE-to-UE Relay receives the Response message and checks the integrity and confidentiality of the message based on the Code Security Parameters. If the integrity check/confidentiality check is passed, the UE-to-UE Relay adds the UE-to-UE Relay Info to the Response message and broadcasts a new Response message, which is protected by the corresponding Code Security Parameters. The new Response message can contain the discovery type, RSC, Source UE Info and Target UE Info, relay indication, and UE-to-UE Relay Info.

The Source UE receives the Response message and checks the integrity and confidentiality of the message based on the Code Security Parameters. If the integrity check/confidentiality check is passed , and the Source UE wants to communicate with the Target UE via this relay, the Source UE may initiate the UE-to-UE relay link establishment procedure.
6.Y.3
Evaluation

TBD
*************** End of the Change ****************
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