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1
Decision/action requested

SA3 is asked to approve this addition to TR 33.894
2
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3
Rationale

This submission contains a gap analysis comparing the NIST zero trust tenets to current 3GPP security mechanisms for the 5G Core. For this analysis, some thought was put into how the tenets specifically apply to a 5G Core since the NIST Special Publication 800-207 Zero Trust Architecture utilizes a user-to-enterprise example for applying the zero trust tenets. Further it is worth noting that, according to [2], ‘The tenets attempt to be technology agnostic.’.
4
Detailed proposal

***
BEGINNING OF 1st CHANGE   ***

5.Y
Tenet #1: Resources 

5.Y.1
Description
According to Tenet 1 in [2], it is expected that a zero trust architecture adheres to the principle that "all data sources and computing resources are considered resources".
Identifying resources, and hence what needs protection in an enterprise would be one of the most important steps in a zero trust plan. In this regard, Tenet 1 provides a definition for what is to be considered as a resource. In the context of the 5G Core any NF and their services are resources.
5.Y.2
Relevant security mechanisms 

This tenet provides a definition for what needs protection in an enterprise network and serves rather as deployment guidance than a technical requirement. Therefore, this clause is not applicable for this tenet. 
5.Y.3
Evaluation 

Any Network Functions and their services in the 5G Core are to be considered as a resource in the context of a zero trust deployment plan.
Besides that, no additional security requirement related to 5G Core are needed for Tenet 1.
***
END OF 1st CHANGE   ***

