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1
Decision/action requested

This contribution proposes to revise key issue #1
2
References

 [1]

3
Rationale
This contribution proposes to revise key issue#1.
4
Detailed proposal

It is proposed to approve the following changes in TR 33.738.

***
START OF  CHANGE
***

5.1
Key Issue #1: Protection of data and analytics exchange in roaming case

5.1.1
Key issue details
As per Key Issue #3 in TR 23.700-81 [6], the HPLMN/VPLMN may need to collect data or consume analytics from the VPLMN/HPLMN in roaming scenario. The data or analytics may relate to particular UEs or contain information about all UEs or groups of UEs. Both PLMNs (VPLMN, HPLMN) need the ability to control the amount of data exposed and to abstract or hide network-internal aspects based on operator policy, regulatory constraints and/or roaming agreements.
In the scenario where the NWDAF consumer collects data from multiple PLMNs,  PLMNs need the ability to control the amount of data exposed and to abstract or hide network-internal aspects based on operator policy, regulatory constraints and/or roaming agreements. But if the data processed method used by different PLMNs is different, it is possible that the data converged in NWDAF consumer could not be effective used. 
As there might be possible architecture enhancements to support this exchange in roaming scenarios and of any necessary enhancements to related NFs in HPLMN and VPLMN. This key issue studies the security aspects of data and analytics exchange in roaming case should be considered.
5.1.2
Security threats
If the communication between PLMNs is not confidentiality protected, then sensitive information may be leaked to unauthorized entities.

If the integrity of the data exchanged between PLMNs is not protected, the data may be modified.

If the PLMNs don’t have the ability to control the amount of data exposed and to abstract or hide network-internal aspects, the sensitive data may be leaked to other entities.
If exchanged data has not been adequately protected before it is shared between PLMNs, it may be subject to be leaked and abused.

5.1.3
Potential security requirements

5GS shall support confidentiality, integrity, and replay protection for data and analytics exchange between PLMNs.
5GS shall be able to control the amount of exposed data and to abstract or hide internal network aspects based on operator policy, regulatory constraints and/or roaming agreements.

Based on the sensitivity of the data, 5GS shall provide confidentiality protection while at rest to certain data based on policies.
NOTE: The user consent for UE data collection is not addressed in the present document.
***
END OF CHANGE
***
