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1
Decision/action requested

It is proposed to approve the pCR to TR 33.739.
2
References

[1]
3GPP TS 33.558: "Security aspects of enhancement of support for enabling edge applications"
[2]
3GPP TR 33.739: "Study on security enhancement of support for edge computing phase 2"
3
Rationale

The methods for authentication of EEC by the ECS/EES has been left as out of scope for Rel-17 in TS 33.558 [1]. It is required to define the authentication methods for Rel-18. 

According to key issue #2.1 in TR 33.739 [2], EEC/UE authentication is required considering both the roaming and non-roaming cases. EEC authentication means verification of the EEC ID sent from the EEC to the ECS/EES while UE authentication means verification of the GPSI of the UE that hosts the EEC communicating with the ECS/EES. 

This contribution proposes a solution with some options to address the requirements in key issue #2.1.
4
Detailed proposal

Approve the following changes to TR 33.739 [2]. 
*** Start of Change ***
6.X
Solution #X: A solution for authentication of EEC/UE and GPSI verification by EES/ECS

6.X.1
Solution overview

This solution addresses the key issue #2.1 where it is stated that EEC/UE authentication is required considering both the roaming and non-roaming cases. EEC authentication means verification of the EEC ID sent from the EEC to the ECS/EES while UE authentication means verification of the GPSI of the UE that hosts the EEC communicating with the ECS/EES. 
The solution proposes usage of AKMA for UE and EEC authentication by the ECS/EES. In addition to the AKMA usage for UE authentication, this solution uses AF Specific UE ID retrieval API as an optional solution to authenticate the UE, i.e., to verify the GPSI.
6.X.2
Solution details

The procedure flow of the solution is depicted in Figure 6.X.2-1 and the steps are explained below. 
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Figure 6.X.2-1: Authentication of EEC and UE by ECS/EES
Step 0. UE and HPLMN run primary authentication and derive KAKMA. UE learns the A-KID and KAKMA.

Step 1. KAF is derived as defined in AKMA procedure. KEEC is derived from KAF and EEC-ID as KEEC = KDF(KAF, EEC-ID). KEEC and E(KAF, EEC-ID) are revealed to the EEC where E(KAF, EEC-ID) is the encryption of EEC-ID under the key KAF.
Editor’s Note: Solution needs to detail how the ECS verifies the authenticity of the EEC ID, if a malicious EEC with valid credentials sends a fake ID. 

Editor’s Note: It is FFS whether EEC ID needs to be encrypted. 
Step 2. The EEC sends a session establishment request to the ECS/EES, including the parameters A-KID, E(KAF, EEC-ID).

Step 3. The EES/ECS request KAF from the network. In this request, ECS/EES sends A-KID and ECS-ID/EES-ID. The ECS/EES can also send an indication for receiving the GPSI of the UE if the ECS/EES prefers to use AKMA for GPSI authentication. Otherwise, the ECS/EES can invoke the AF specific UE ID API for GPSI retrieval (steps 3.a and 3.b). 

Editor’s Note: It is FFS whether steps 3.a and 3.b are necessary. 
Step 4. The network executes the authentication and authorization for the ECS/EES as defined in the AKMA procedure and if the result is successful then derives the KAF such that KAF = KDF (KAKMA, ECS-ID/EES-ID).

Step 5. The network sends KAF, expire time for the key and and optionally GPSI to the ECS/EES.

Step 6. Using the KAF key, the ECS/EES decrypts the encrypted EEC-ID and also derives KEEC such that KEEC = KDF(KAF, EEC-ID). 
Step 7. The EEC and the ECS/EES use KEEC in Ua* protocol, instead of KAF. 
If the EEC sends GPSI to the ECS/EES, then the ECS/EES verifies the received GPSI using the GPSI received from the network via AKMA or via UE ID API. 
6.X.3
Solution evaluation 

*** End of Change ***
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2. MCData clients initiate service in off-network


3. User requests transmission of a one-to-one SDS message to the terminating MCData user


4. Generate PCK, PCK ID for terminating MCData user and encrypt using UID of the terminating user


5. Generate MiKEY-SAKKE I_MESSAGE and sign


6. One-to-one SDS message (MCData specific elements, Encrypted user payload, MIKEY-SAKKE I_MESSAGE)



