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****Start of Changes****

6.X
Solution #X: Selection and authorization of in-coverage and out-of-coverage authentication and key establishment
6.X.1
Introduction

This solution addresses Key Issue #2 and Key Issue #3. 

Different types of solutions and configurations may be available to establish a secure and authorized PC5 communication link. For instance, Solution #3 and #5 address in-coverage scenarios while Solution #4, #6 and #7 address out-of-coverage scenarios, and Solution #10 may be used in both in-coverage and out-of-coverage.
Since more than a single solution might be needed to address different scenarios, it is required to determine which solution is allowed to be used when. For instance, an out-of-coverage source UE might attempt to use a solution for out-of-coverage when the UE-to-UE relay is in-coverage. In this exemplary situation, the UE-to-UE relay should be able to determine – based on a policy -- that an in-coverage solution is (not) required and indicate this to the source UE.
This solution describes the configuration of a policy that allows source/target UEs and UE-to-UE relay to agree on the type of solution and parameters that is preferred and/or authorized to be used.  
6.X.2
Solution details
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Figure 6.X.2-1

The message flow and steps of this solution are as outlined in Figure 6.X.2-1.

· In Step 0, the UEs perform an initial authorization and parameter provisioning for in-coverage and out-of-coverage situations. This step includes the configuration of parameters for different solutions for in-coverage and out-of-coverage security establishment and authorization.
NOTE: the configured parameters for in-coverage and out-of-coverage solution depend on the configured solution. 
· In Step 1, the source UE and UE-to-UE relay perform a discovery phase.

· In Step 2, the source UE determines its out-of-coverage (in-coverage) situation, and choses a security solution and/or security parameters for its out-of-coverage (in-coverage) situation. This choice can be based on multiple reasons, e.g., application requirements such as performance or an in-coverage (out-of-coverage) indication received from the UE-to-UE relay during discovery, etc. The source UE builds correspondingly a Direct Communication Request based on the chosen out-of-coverage (in-coverage) solution and security parameters. 
Editor’s Note: Its FFS why the source UE cannot select in-coverage solution if UE-to-UE relay is in-coverage.
· In Step 3, the UE-to-UE relay receives the DCR message and determines whether the DCR message either implicitly or explicitly contains parameters for an out-of-coverage (in-coverage) solution. The UE-to-UE relay then checks that the requested solution and security parameters fit its out-of-coverage (in-coverage) situation and whether a policy deployed in Step 0 together with any authorization information received in Step 2 allow the usage of said solution and security parameters. Once this policy is evaluated and if the result is positive, the UE-to-UE relay will proceed executing the requested out-of-coverage (in-coverage) solution. Alternatively, if the result is negative, the UE-to-UE relay may – based on configuration – indicate the source UE policy mismatch, and potentially request a different DCR message including a requested solution and security parameters. 

· In Step 4, the UE-to-UE relay may take one of the following alternative steps:

· Step 4-A, send a message to the Source UE to go on with an in-coverage solution.

· Step 4-B, send a message to the core network to go on with an out-coverage solution.

· Step 4-C, send a message to the Source UE indicating that the security establishment based on the exchanged parameters is not feasible and requesting alternative parameters.

NOTE 1: The above steps can be repeated for the security establishment process and authorization between Target UE and UE-to-UE relay. 

NOTE 2: The above process illustrates how UEs signal and agree on solution and security parameters to use by means of the DCR message. This signalling and agreement phase might also be carried out in the discovery phase.

6.X.3
Evaluation

TBD
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