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1
Decision/action requested

It is proposed to endorse the proposals of the discussion paper.
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3
Rationale

3.1
General

There are three use cases described in TR 33.741 [1] which are potential motivations for introducing a Home Network triggered primary authentication (HONTRA) procedure. The three use cases are: interworking security, SoR/UPU counter wrap-around and KAKMA refresh. The last use case is related to the AKMA KAF refresh.   

This discussion paper argues that for most if not all use cases there is no need for a home network triggered primary authentication and in the conclusions of the study there should be an evaluation of the need to address each use case. Moreover, this paper outlines a few desirable design rules for a potential explicit HONTRA procedure. 

3.2
Interworking use case
It is presented in S3-221576 [2] that the existing specifications and local configuration can cover the case of missing KAUSF upon interworking with either a serving network primary authentication or a home-controlled primary authentication. S3-221576 [2], Solution #1 (clause 5.1.2.2) and Solution #3 propose to use existing mechanisms and Home Network configuration or policies during UE registration to handle this case if there is a need. 

The control point for a potential home-controlled primary authentication for the interworking case is the UDM if the AMF does not trigger primary authentication prior to the AMF registration to the UDM. 

Observation #1: The interworking use case can be solved without an explicit HONTRA procedure specification. 

3.2
SoR/UPU counter wrap-around

It is presented in S3-221578 [3] that SA3 agreed the use case description to state that the SoR/UPU counter wrap-around is a rare event. Therefore, it may be costly to specify and support an explicit HONTRA procedure for this use case. 

Observation #2: The SoR/UPU counter wrap-around use case is a rare event. 
However, if this use case needs to be addressed, it is better to develop a generic HONTRA procedure triggered by one NF and this NF to include local configuration or policies in order to enable/disable the handling of the SoR/UPU counter wrap-around use case and any other use case SA3 decides to cover. 
The information about the SoR/UPU counters exists on the AUSF and the UDM can be aware of the event of the counter wrap-around in the existing SoR/UPU procedures. The UDM is the most appropriate NF which can obtain information about a potential SoR/UPU counter wrap-around issue when using a SoR/UPU procedure as it receives the SoR/UPU counters from AUSF. The UDM would be able to detect when the counters are about to wrap around and ultimately will receive an error from the AUSF when the counters wrapped around.  Moreover, the UDM already has information about the AMF with which the UE is currently registered to. The AUSF would need to obtain this information from the UDM. 

Observation #3: In the case of SoR/UPU counter wrap-around, the UDM has all the trigger condition information as well as the AMF contact information for initiating a potential explicit HONTRA procedure.
3.3
AKMA KAKMA refresh

The 3rd use case is the KAKMA refresh for the AKMA feature. In fact, the use case is KAF refresh but KAF can only be refreshed by a new primary authentication which refreshes KAUSF and in turn KAKMA. KAF has an expiration time, and it may be desirable for the AF to get a new KAF based on a fresh KAKMA after the current KAF expires. 

When the KAF refresh aspect was discussed in SA3 in the context of the AKMA study, a proposal was made to ensure that the KAF expiration time would be long enough to accommodate a policy based primary authentication initiation by the serving network. Essentially the KAF expiration time would be so long as that the probability of at least one primary authentication within the KAF lifetime, would be high. Such a proposal would not require any explicit HONTRA procedure specification.
Moreover, an update of the AKMA Ph2 study item proposal was recently approved with an additional objective related to the KAF refresh [4]. 

Observation #4: The AKMA Ph2 study was updated to include a study of a KAF refresh procedure. 
It might be a waste of SA3 resources to study the same issue (KAF refresh) in two different studies at the same time. Therefore, for the KAKMA or rather KAF refresh there is no need to specify an explicit HONTRA procedure. 

If an explicit HONTRA procedure is specified, the same principle as the previous cases should be followed, in other words, the UDM should be in control of a HONTRA initiation and local configuration, or HN policy could control the behaviour of UDM. In addition, the HONTRA study could wait for the AKMA Ph2 study to conclude. 
3.4
Discussion

As observed earlier there is no immediate need to introduce an explicit HONTRA procedure since the interworking case is already addressed by existing specification, the SoR/UPU counter wrap around is a rare event and the AKMA KAF refresh is already addressed by AKMA Ph2 study. However, there are solutions in the study looking into an explicit HONTRA procedure regardless of these facts. 
Proposal #1: There is no pressing need to specify an explicit HONTRA procedure for any of the three use cases. Therefore, the conclusion of the study should include an evaluation of the need to solve each use case. For the AKMA use case, the HONTRA study could wait for the AKMA Ph2 study to conclude.  
Ideally a single NF should be the control point of a Home Network triggered primary authentication and the invocation of the primary authentication by the HN should have as less impact to the existing procedures as possible. Of course, to satisfy the criterion of minimum impact SA3 could agree on no normative work for Home Network triggered primary authentication. 
It is proposed that the UDM is the control point of home network triggered primary authentication. For the interworking use case, the UDM can make use of existing procedures to trigger re-authentication during UE registration. For the SoR/UPU counter wrap around case the UDM has the trigger and logic to perform a HONTRA procedure after UE registration. For the case of AKMA, SA3 could wait for the AKMA Ph2 study to conclude.  

Proposal #2: If an explicit HONTRA procedure is needed, then it is recommended that the UDM is the central point of a potential HONTRA procedure and its behaviour is controlled by a Home Network authentication policy.
4
Detailed proposal

The following are proposed:
Proposal #1: There is no pressing need to specify an explicit HONTRA procedure for any of the three use cases. Therefore, the conclusion of the study should include an evaluation of the need to solve each use case. For the AKMA use case, the HONTRA study could wait for the AKMA Ph2 study to conclude. 
Proposal #2: If an explicit HONTRA procedure is needed, then it is recommended that the UDM is the central point of a potential HONTRA procedure, and its behaviour is controlled by a Home Network authentication policy.

