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1
Decision/action requested

It is proposed to endorse the proposals in this discussion paper.
2
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3
Rationale

During the design phase of AKMA it was decided by SA3 to specify an expiration time for the KAF and the KAF refresh clauses in TS 33.535 [1]. These clauses state that no explicit KAF refresh procedure would be specified, the KAF refresh would be left to the Ua* protocol.  

The main motivation for the study of KAF refresh is the expiration of the KAF. The AKMA specification TS 33.535 [1] specifies that the KAF has an expiration time and that the Ua* protocol shall handle the expiration of KAF. It is also stated that the Ua* protocol may support the KAF refresh and how a fresh key is derived for AKMA is up to the Ua* protocol.
If a primary authentication has not taken place between the points in time when the AF requests a KAF then the KAF will be the same as the previous one with potentially an extended expiry time. Therefore, the semantics of such design is that basically the KAF does not change and does not expire if the there is no primary authentication. If there is a primary authentication, then the KAKMA changes and any subsequent KAF request will result in a different KAF compared to the old one. On the UE side the UE will receive a notification about a new primary authentication, and it could initiate an AKMA request to the AF again which will result in a new KAF. 
Some observations and ways forward are provided below: 

1)
With current specification the KAF remains the same and KAF lifetime extends every time the AF requests for it unless there is a new primary authentication in between. Therefore, the KAF expiry time does not make much sense and could be proposed to be removed from the specifications from Rel-17 onwards.

2)
A less radical approach with the same effect is to specify recommendations TS 33.535 [1] to set the KAF expiration time to a very distant point in time in the future or even the maximum time point in the future.
3)
The need for a " KAF refresh" procedure may depend on the use of the KAF. Clarifications of the semantics of the term "KAF" and the requirements on the Ua* protocol in the TS 33.535 may be needed:
a)
The KAF may be used for authentication purposes for authenticating two parties which have the sole possession of the KAF. An example of a Ua* protocol using KAF for communication security is TLS. If the KAF expires this may not necessarily mean that the two parties cease to be the only ones possessing the key. 
b) The KAF may be used for further key derivation for the security of the Ua* protocol. It may not be so clear that if the Ua* protocol derives a key (e.g. KDEV) from the KAF and uses this key for its own security setup then it is the KDEV which is implied in the TS 33.535 [1] in the statement "Ua* protocol may support refresh of KAF". Please also mind that even in this case KDEV does not need to be refreshed if does not have any expiration time or expiration condition. If refresh of the KDEV is required by the use case/application then further clarifications may be needed in terms of requirements on the Ua* protocol to refresh the KDEV. 

For example, the following requirement could be added to the TS 33.535 [1]:
R1) If the KAF is used for further key derivations in the Ua* protocol in order to provide security for the Ua* protocol then key refresh for the derived key KDEV may be supported by the Ua* protocol if there is a need for KDEV expiration time or expiration condition.  

4
Detailed proposal

The following are proposed:
1)
For Rel-17 and later releases a requirement can be added to the TS 33.535 [1] to set the KAF lifetime to the maximum value of the field or a sufficiently large value depending on the operator policies. 

2)
For Rel-17 and Rel-18 further clarifications should be proposed with respect to the Ua* key refresh requirements as discussed in this document. 
