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1
Decision/action requested

It is proposed to approve the pCR below
2
References

[1]
3GPP TR 33.884 v0.1.0 Study on security of application enablement aspects for subscriber-aware northbound API access
3
Rationale

For the use case of a game, a user may want to give another permission to another user to access certain network information, such as location. This solution proposes an invitation mechanism to limit the access to the desired UEs only. 
The invitation mechanism allows to invite an UE without knowing its mobile network identity.
In this solution, the AEF is aware that the resource owner is delegating access to another UE. This makes it possible to have a separate check in the AEF whether an API request coming from a UE that is not resource owner is acceptable even if the token matches. However, steps 1-3 can be replaced by application logic if that is not required.
4
Detailed proposal

It is proposed to approve the following pCR:

++++++++++++++++++++++++++++++++++++ Start of Changes +++++++++++++++++++++++++++++++++

6.Y
Solution #Y: UE authorization when UE is not resource owner
6.Y.1
Introduction 
In case a UE needs to invoke an API related to a different UE, there needs to be a mechanism to provide authorization to the invoking UE. In this solution, the UE to which the API invocation is related, becomes active beforehand, so that there is no time critical action required, thus disturbing the user, at the time the invoker UE decides to become active.
6.Y.2
Solution details
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Figure 6.Y.2-1: UE1 inviting UE2 to access resources related to UE1
Figure 6.Y.2-1 shows the flow for UE1 inviting UE2 to access resources related to UE1.

1.
UE1 and API exposing function (AEF) shall mutually authenticate.
2.
UE1 shall call a delegation API to inform that it wishes to delegate authorization to a different UE.
Editor's Note: whether the AEF needs to be aware that access to the resource can and will be delegated, i.e. whether the AEF will need to implement a delegation API is FFS. If not, steps 1-3 can be replaced by application logic out of scope of 3GPP.
3.
AEF shall redirect UE1 to the Authorization Function (AZF).
4.
UE1 and AZF shall mutually authenticate.
5.
User of UE1 shall indicate on to AZF that it wishes to delegate authorization to a UE2. This may happen on the website rendered for AZF. 
6.
AZF shall give an invitation token to UE1. This invitation token may be bound to UE2's identity so that it can be exchanged only by UE2 into an authorization token. The invitation token may take the form of a URL.
7.
User of UE1 shall send the invitation token to UE2. This communication should be integrity and confidentiality protected. 

8.
UE2 and AZF shall mutually authenticate.
9.
UE2 shall send the invitation token to AZF. 
10. AZF shall verify that the invitation is for UE2. If it matches and is recent, AZF shall send an authorization to UE2.
11.
UE2 may use this authorization token to access the API in relation to UE1.
If the invitation cannot be bound to UE2's identity in step 6, step 7 requires a secure channel. 
Editor's Note: which identifiers are to be used is FFS.

6.Y.3
Evaluation
+++++++++++++++++++++++++++++++++++++ End of Changes ++++++++++++++++++++++++++++++++
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