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1
Decision/action requested

It is proposed to approve the pCR below
2
References

[1]
3GPP TR 33.884 v0.1.0 Study on security of application enablement aspects for subscriber-aware northbound API access
3
Rationale

User / resource owner / UE authentication can be based on many different mechanisms, such as GBA, AKMA, username/password, certificates, and many more. In order to limit the impact of authentication mechanism selection to as few parties as possible, it is proposed to base authentication on openID connect. This allows the relying party to always deal with the same kind of identity token, regardless of the chosen authentication mechanism. 

The authentication function can always be located in the home network.

This solution is primarily for UEs that are able to interact with the user through a browser.


4
Detailed proposal

It is proposed to approve the following pCR.

++++++++++++++++++++++++++++++++ Start of Changes ++++++++++++++++++++++++++++

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[2]
3GPP TS 22.261: "Service requirements for the 5G system".

[xx]
openID.net: " OpenID Connect Core 1.0 incorporating errata set 1". Available at: https://openid.net/specs/openid-connect-core-1_0.html



+++++++++++++++++++++++++++++++++ Next Change ++++++++++++++++++++++++++++++

3.3
Abbreviations

For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].



ANF
authentication function

AZF
authorization function
+++++++++++++++++++++++++++++++++ Next Change ++++++++++++++++++++++++++++++

6.Y
Solution #Y: Authentication using OpenID Connect
6.Y.1
Introduction 
Authentication of the UE can be performed by including an OpenID Connect identity token. The authentication function (ANF) can then always be placed in the home network. Separation of ANF and AF allows placement of the ANF in the home network for all involved UEs. This flow can even be used to split AZF and ANF in case the AZF is located outside the home network.
6.Y.2
Solution details
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Figure 6.Y.2-1: OpenID Connect for SNAAPP AFs
The flow follows the authentication code flow of OpenID Connect [xx]. All communication is over TLS secured connections.
1.
Prior to any interaction, AF should be registered with ANF, giving information that will be provided to the UE when requesting authentication.  
2.
The UE accesses the AF without identity token
3.
The AF shall redirect the UE to the ANF_URI, with the type set to code (to indicate authorization code flow), scope set to openid (to indicate that this is an openID request), client_ID set to its own ID, redirect_URI set to the URL to be used in step 8, and may set state to some state that can be used by AF to reduce its internal state.
4.
The UE shall access the ANF at the redirected to ANF_URI, including the parameters of step 3.
5.
The ANF shall authenticate the UE. This can be done in the usual way the home network authenticates the user, which may be GBA, AKMA, or using a proprietary method such as username/password.
6.
The ANF should request authorization to release the required personal information to the AF from the user. In this setp, the ANF presents to the user the information that was made available to the ANF about the AF in the enrollment.
7.
The ANF shall redirect the UE back to the AF at the AF_URI, including as code a single use token, which shall be specific to the AF, and as state the state that was set in step 3.
8.-9.
The AF shall request the identity token from the ANF at its token endpoint. The ANF shall verify that the identity token is indeed being requested by the correct AF, and, if correct, return the identity token to the AF.
10.
The AF shall verify the validity of the identity token by checking the expiration time.
Editor's Note: which identifiers are to be used is FFS.
6.Y.3
Evaluation
The ANF can always be placed in the home network, thus providing the user with a consistent appearance. The solution is not required if the ANF and AF can be collocated in the home network of the UE.
Editor's Note: further evaluation is FFS
++++++++++++++++++++++++++++++++++ End of Changes +++++++++++++++++++++++++++++++++
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