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1
Decision/action requested

It is requested to approve to add the new KI to the 3GPP TR 33.700-28 v0.0.1.
2
References

[1]
3GPP TR 33.700-28: "Study on security aspects of satellite access"
3
Rationale

This pCR proposes to add a new key issue to TR 33.700-28 [1].

4
Detailed proposal
A new key issue about AF authorization in satellite access scenarios is proposed to add to TR 33.700-28 [1].

*************** Start of 1st Change ****************

5.X
Key issue #X: AF authorization in satellite access scenarios
5.X.1
Key issue details 

AFs including untrusted 3rd party AFs are utilized to support sol #13, sol #15, sol #17, sol #19, sol #22 in TR 23.700-28 [x]. Specifically, in sol #17 and sol #22, the AF may obtain or infer UE privacy information (e.g. location information) from 5GC. In sol #13 and sol #19, the AF may provision parameters (e.g., DisCoNoserviceapplicability parameter, coverage information), which may make UE stay in no service status, to the UDR/UDM/PCF. In sol #15, the AF may be triggered by the UE to request coverage data from 5GC, in which the coverage data can only be provided to specific UEs. And a malicious AF may request coverage data for UEs that are not authorized to obtain it.

However, the details about authorization and authentication of the 3rd party AF are currently not clear. In TS 33.501 [y], clause 13 provides OAuth 2.0 based solution for the AF authorization, which is however not UE specific. How 5GC authorizes the AF to provision/request/obtain parameters related to a specific UE is not clear.
5.X.2
Threats

An unauthorized AF may provision fake parameters to the 5GC, which may lead UE to stay in no service status

Without AF authorization on UE specific level, an unauthorized AF may obtain privacy information (e.g., location information) of a specific UE from 5GC. 

Without AF authorization on UE specific level, an unauthorized AF may request coverage data for UEs that are not authorized to obtain it.
5.X.3
Potential security requirements 

5GS shall provide a means to support authorizing untrusted 3rd AFs to provision parameters related to a specific UE via 5GC.

5GS shall provide a means to support authorizing untrusted 3rd AFs to obtain UE specific parameters via 5GC.

5GS shall provide a means to support authorizing untrusted 3rd AFs to request data from 5GC on behalf of a specific UE.

*************** End of 1st Change ****************

*************** Start of 2nd Change ****************

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

…

[x]
3GPP TR 23.700-28: "Study on Integration of satellite components in the 5G architecture; Phase 2"
[y]
3GPP TS 33.501: "Security architecture and procedures for 5G System"
*************** End of 2nd Change ****************

