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1
Decision/action requested

It is requested to approve this solution for KI#X in TR 33.740.
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3
Rationale

This contribution proposes a new solution for key issue#X on secure ProSe multi-path transimission. 
4
Detailed proposal

*** Start Change ***
6.Y
Solution #Y: Secure ProSe multipath transmission for redundant PDUs

6.Y.1
Introduction

This solution addresses key issue#X: Key issue for secure ProSe multipath transmission for UE-to-Network relay. In this solution, the SMF determines at PDU session establishment a User Plane Security Enforcement information for the PDU sessions and PC5 security policy per i.e., there is one-to-one mapping between the security policies for both PDU sessions and the PC5 link.

6.Y.2
Solution details

The NG-RAN and remote UE/relay UE should ensure that the first PDU path and the redundant PDU sessions path has the same UP security activation status. In case of security policy set to “preferred” the security activation should be handled as follows:

If the "Preferred" option of the UP security policy is allowed, the following enhancements for the mechanism as described in Annex N for URLLC applied：

-
The NG-RAN makes the decision on UP encryption protection and integrity protection according to the UP security policy for these two multipath/redundant PDU transmissions. The NG-RAN for example if security policy says “preferred” and decides to enable encryption and/or integrity, the NG-RAN stores the applied UP security activation status used for the DRB’s established for the first PDU session between the MN and the UE and indicates the security activation to the relay UE in the indirect path. 

-
The relay UE shall use the UP security activation status received from the MN to activate the UP security over PC5 for the DRB’s established for the redundant PDU session between the remote UE and NG-RAN via a relay UE. 

If the "Preferred" option of the UP security policy is not allowed to be used at the SMF or UDM, which means the SMF or UDM can guarantee the UP security policy for the first and the redundant PDU sessions are the same and only contains "Not needed", or "Required", then the MN shall forward the UP security policy to the relay UE and relay UE uses the UP security activation status received from the MN to activate the UP security over PC5 for the DRB’s established for the redundant PDU session between the remote UE and NG-RAN via a relay UE.
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Figure 6.Y.2-1: SMF determines the security policy for both Uu links and PC5 links

1. The remote UE discovers the relay UE using Model-A or Model-B procedure as specified in TS 33.503 [6]. The UDM is configured with security policy for ProSe multipath transmission. This security policy is specific for ProSe multipath transmission i.e., there is one-to-one mapping between the security policy for both PDU sessions and the PC5 link.

2. Relay UE is authenticated and authorized by the network to act as relay, as specified in TS 33.503 [6].

3. In this step, the remote UE and relay UE initiates PDU session establishment procedure with the NG-RAN. The two redundant PDU sessions are marked as PDU1 session and PDU2 session.

4. During authentication at step 2, if indicated that the remote UE supports multipath transmission, the AMF selects the SMF supporting ProSe multipath transmission.

5-6. SMF retrieves the subscription data from UDM. The subscription data includes the ProSe multipath security policy per service i.e., to set same security protection over path1, path2, PC5 link.

7-8. SMF sends the ProSe multipath security policy to the MN, MN sends the received security policy to the relay UE during RRC connection reconfiguration procedure. 

9. Relay UE receives the security policy and stores it temporarily for the session.

10. Relay UE sends the received security policy to the remote UE. The remote UE shall check if it is same as enabled for the PDU2. 
6.Y.3
Evaluation

TBD
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