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1
Decision/action requested

It is proposed to approve the pCR to TR 33.739.
2
References

[1]
3GPP TR 33.739: "Study on security enhancement of support for edge computing phase 2"
3
Rationale

To consider the case that there is more than one authentication method for the authentication of EEC/UE, the TR 33.739 [1] includes a key issue for authentication method negotiation. This contribution proposes a solution that re-uses existing negotiation mechanism for AKMA/GBA. 

4
Detailed proposal

Approve the following changes to TR 33.739 [1]. 
*** Start of Change ***
6.X
Solution #X: Using existing AKMA/GBA negotiation mechanism
6.X.1
Solution overview

This solution addresses key issue #2.2 that focuses on authentication method negotiation for the case that there is more than one authentication method for the authentication of EEC/UE. This contribution proposes a solution that re-uses existing negotiation mechanism for AKMA/GBA. 

6.X.2
Solution details

It is assumed that the ECS/EES is preconfigured with the information indicating which feature (AKMA or GBA) is supported by the HPLMN. The steps of the negotiation procedure are described below.

1. The UE/EEC and ECS/EES establish TLS connection using TLS server certificate.

2. The UE/EEC sends all possible PSK hints (“3GPP-AKMA”, “3GPP-bootstrapping”, “3GPP-bootstrapping-uicc”, “3GPP-bootstrapping-digest”) and the HPLMN identifier to the server (ECS/EES).

3. The server indicates the PSK identity hints considering the support of the HPLMN i.e., “3GPP-AKMA” or “3GPP-bootstrapping”, “3GPP-bootstrapping-uicc”, “3GPP-bootstrapping-digest” in the HTTP response. 

4.   Remaining steps in clause 5.3 in TS 33.222 [10] are executed.
6.X.3
Solution evaluation 

*** End of Change ***
