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1
Decision/action requested

In this box give a very clear / short /concise statement of what is wanted.
2
References

[1]
33.875
3
Rationale

(With bullet points, describe the reasons for the proposed action. 
The objectives of the proposal should be clearly stated. 
Rejected alternative solutions should be mentioned if this aids understanding).

(For pseudo CR, the reason for change(s) and summary of change(s) must be clearly explained.)

4
Detailed proposal

(For pseudo CR, include the complete clause(s) or subclause(s) of the latest draft TS/TR to be modified, with clear clause and sub-clause headings included and all modifications shown with revision marks, unambiguously showing where the changes shall be made or inserted in the draft TS/TR. It is not sufficient to just state, for example, “add the following text to the draft TS/TR…”.)

***** START OF CHANGES

5.10
Key issue #10: N32 security in mediated roaming scenarios

5.10.1
Introduction

In roaming scenarios, the communication between the visited network and the home network is typically mediated and routed through intermediaries. Two main types of intermediary exist.

IPX providers: While, traditionally, for some roaming relations, they simply route the traffic, for others they actively modify certain messages in order to establish or enhance interoperability. 

Roaming hubs: They offer a contractual and technical framework that enables operators to avoid entering a very large number of roaming agreements with individual other operators in order to achieve a large roaming coverage. By contracting the roaming hub, the operator obtains access to a large roaming footprint, without individually contracting the operators that are mediated through the hub. Apart from mediating the signalling, roaming hubs typically also mediate the billing. GSMA introduced the concept of roaming hubs to 3GPP in LS S3-213806.

The key issue looks at N32 security in intermediary scenarios, in particular roaming hub scenarios that have not been addressed in TS 33.501 so far.

5.10.2
Key issue details

The GSMA is working on best practice guidance and related specifications for how operators interact with both IPX and roaming hubs. However, the pre-5G architecture of these methods uses the 4G hop-by-hop security paradigm. In 5G, SEPP communication for roaming relies on end-to-end security by design as specified in TS 33.501, i.e. messages are authenticated and integrity-protected between the SEPP of the visited network and the SEPP of the home network. This creates the need to study in more detail how the migration away from hop-by-hop security can be achieved without loss of the benefits provided by IPX providers and roaming hubs while the 5G security requirements on N32 are met. 

In certain scenarios, IPX providers and roaming hubs would need to modify certain IEs. This requires the setup of appropriate modification policies between the roaming partners. Given that, according to TS 33.501,

· all attributes transferred over the N32-f interface shall be integrity protected (clause 5.9.3.3),

· a default data-type encryption policy, which provides confidentiality protection for authentication vectors, cryptographic material and location data, and optionally for SUPI, applies (clause 5.9.3.3), and

· any roaming partner-specific data-type encryption policy takes precedence over the default policy (clause 13.2.3.6),

and further given that

· it is assumed that the set of IEs to be modified depends on the deployment scenario, and

· no default modification policy has been specified,

maintaining a large set of roaming partner-specific modification policies could cause avoidable complexities. It is, therefore, unclear whether the current specification needs to be extended in order to avoid such complexities. 

Furthermore, a roaming hub may need to prevent the setup of N32-c between a home network SEPP and a visited network SEPP, e.g. in case the respective operators have not established a commercial roaming relation via the roaming hub. 
As per existing standards (see TS 29.510), the SEPP can register, in its profile in the NRF, the list of remote PLMN Ids that are reachable via the SEPP. This information can be used by NFs or by SCPs (in the same PLMN as the SEPP) to discover and select the right SEPP through which inter-PLMN communications targeting a given remote PLMN should take place. If multiple remote PLMNs are connected by a roaming hub, it is unclear per existing standard, how to discover the remote Id list. A static configuration of a SEPP with the remote PLMN list reachable via a roaming hub will have limitations, e.g., manual updating if the list of remote PLMN ID changes. It can also create roaming costs in case of a PLMN id no longer available, if the source SEPP is unaware and attempting to connect. Thus, for securing the remote discovery of PLMNs behind a roaming hub or SEPP, further investigation is needed. 
5.10.3
Security requirements

Existing requirements in TS 33.501 on the SEPP should apply in the roaming intermediary scenario unless there are explicit exceptions. 

Specifically, the requirements on edge protection of the PLMN should still apply, including end-to-end security for N32-c. 

Existing NFs and SCPs should be impacted as least as possible. 

For the scenarios involving intermediaries (IPX providers, roaming hubs), requirements are as follows.

- The intermediaries (IPX providers, roaming hubs) shall use their own unique credentials to authenticate themselves.

Remote PLMNs behind a roaming hub (or SEPP) shall be securely discoverable.

***** END OF CHANGES
