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1	Decision/action requested
This document proposes to resolve EN for Token Provision in solution4.
2	References
[1]	3GPP TR 23.700-33
[2]	3GPP TR 33.740
3	Rationale
This contribution proposes to resolve the following EN in Solution #4: PC5 security establishment when L3 UE-to-UE relay is out of coverage. 
Editor’s Note: Which network function provides authorization token and how the UEs get the public key of token signing entity are FFS.
The methods of generating, signing, provisioning, and validating authorization tokens could either be specified in 3GPP specification or be methods described outside of 3GPP specifications. 
In the former case, it is expected a big effort task e.g. including defining new UE to Network interfaces, introducing new CN NFs with functionalities like token generating, signing, distribution, validation, and revocation etc. Especially for case that peer UEs belong to different PLMNs, there is a need to establish coordination of these tasks across PLMN operators.
In our view, it would be easier to use application-level method. The ProSe Application Server can be a candidate. In that case, the UE accesses the application server via the user plane with application-level authorization. The ProSe Application Server generates and signs the token and gives it to the UE as well as the corresponding public key.
It is proposed to clarify that tokens are provided by the ProSe Application Server.
4	Detailed proposal
**** START OF CHANGE ****
[bookmark: _Toc112749621][bookmark: _Toc112948992][bookmark: _Toc92180287][bookmark: _Toc98929642]6.4	Solution #4: PC5 security establishment when L3 UE-to-UE relay is out of coverage
[bookmark: _Toc112749622][bookmark: _Toc112948993]6.4.1	Introduction
This solution addresses Key issue #2: Security of UE-to-UE Relay and Key issue #3: Authorization in the UE-to-UE Relay Scenario. This solution addresses a L3 UE-to-UE relay.
For UE-to-UE relay use cases, the L3 UE-to-UE relay may be in or out of 3GPP coverage. This solution provides a mechanism for PC5 security setup procedure between a source UE or target UE and a L3 UE-to-UE relay when the L3 UE-to-UE relay is out of 3GPP coverage.
This solution assumes long term credentials are provisioned into the UE(s) and form the root of the security of the PC5 unicast link as specified in TS 33.536 [9].
This solution proposes to use authorization tokens as in OAuth 2.0 to indicate that a source UE or a target UE or a L3 UE-to-UE relay is authorized to use a specific UE-to-UE service or to serve a specific UE-to-UE service. When the source UE or the target UE or the L3 UE-to-UE relay registers in the 3GPP network and is authorized to use the UE-to-UE service, the network provides a token stating what kind of UE-to-UE service it can use or serve. The token has an expiration time and is signed with a private key. The network also provides the public key to the UEs to be used for verifying the token from other parties.
This solution assumes the peer UEs retrieve authorization token and public key for token verifying from the Prose Application server. The method how the UEs retrieve tokens and public keys is application specific and not described in 3GPP specification. 
Editor’s Note: Which network function provides authorization token and how the UEs get the public key of token signing entity are FFS.
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