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1	Decision/action requested
Approve the pCR to TR 33.738.
2	References

[1]            3GPP TR 33.738: “Study on security aspects of enablers for Network Automation for 5G - phase 3”

3	Rationale
This pCR proposes to update the security threats and potential requirements for KI#2.
4	Detailed proposal
Approve the following changes to TR 33.738 [1]. 

[bookmark: _Hlk115274272]*****Start of Change *****
[bookmark: _Toc90889937][bookmark: _Toc90902084][bookmark: _Toc107933413][bookmark: _Hlk115428358]5.2	Key Issue #2: Authorization of selection of participant NWDAF instances in the Federated Learning group
[bookmark: _Toc90902085][bookmark: _Toc107933414][bookmark: _Toc90889938]5.2.1	Key issue details 
3GPP SA2 studies the architecture enhancement to support Federated Learning which allows the cooperation of multiple NWDAFs containing MTLF to train an ML model in 3GPP network. As per KI#8 in TR 23.700-81[6], it will involve selection of participant NWDAF instances in the Federated Learning group. 
This key issue studies the authorization aspect of including participant NWDAF instances in the Federated Learning group.
[bookmark: _Toc90902086][bookmark: _Toc90889939][bookmark: _Toc107933415]5.2.2	Security threats
[bookmark: _Toc90889940][bookmark: _Toc90902087]If a client NWDAF instance joins an unauthorized Federated Learning group include a participant NWDAF instance without being authorized by the NWDAF, it may lead to the following issues:
-  Client NWDAF(MTLF)’s resource may be used up by being included into many unauthorized Federated Learning groups.
-  Sensitive data may be used to train unauthorized Federated Learning group’s ML model.
-  Unauthorized Federated Learning group may utilize the local model received from the client NWDAF(MTLF) to infer sensitive training data details. 
If a client NWDAF joins a Federated Learning group without being authorized by the server NWDAF, it may lead to the following issues:
-  The unauthorized client NWDAF may affect the generation of Federated Learning group’s ML model negatively. 
-  Sensitive training data and the Federated Learning group’s ML model may leak out to the unauthorized client NWDAF.

[bookmark: _Toc107933416]5.2.3	Potential security requirements
Authorization of selection of participant NWDAF instances in the Federated Learning group shouldshall be supported:
-  A server NWDAF shall be authorized to include a client NWDAF into a Federated Learning group.
-  A client NWDAF shall be authorized to join a Federated Learning group.

. A Federated Learning group should not be able to select participant NWDAF instances without NWDAF's authorization.NOTE: The existing security mechanisms in SBA shall be reused as much as possible.

*****End of Change *****

